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Chapter 1. Product Introduction

1.1 Product Description

ACT AE200 P2P CPE is a series of high performance optical residential gateways designed to
deliver high-speed internet connections, VolIP, IPTV, and traditional CATV services. AE200
provides network operators and services providers with the powerful residential gateway
equipment needed to provide advanced services in Fibre to The Home/Business (FTTH and
FTTB) networks.

AE200 series includes three base models: AE204, AE224 and AE228 with selectable options to
offer CATV RF, WiFi, Single or Dual WAN fibre port, 100 Mbps or 1000 Mbps uplink connection
etc. The AE200 series provides high quality and robust services to allow operators to quickly
expand their existing networks and services.

AE200 series offers powerful switching and routing capabilities, and seamlessly cooperates
with ACT P2P Headend routing and switching products. Combined with ACT AES8000 Headend
Core Switch, AE200 series can provide the ultimate end-to-end FTTX solution in offering
advanced video, voice, and data services.

Figure 1-1: 4GE + 2POTS + WiFi P2P HGU

1.2 Special Features

*  P2P wireless residential gateway for P2P active Ethernet FTTH applications

* Delivers high-speed internet, VolP, and IPTV and traditional CATV services

* 4 or 8 ports 10/100 or 1000 Mbps, 2 ports VolP FXS and 1 port 100 Mbps or 1000 Mbps uplink
VolP residential gateway with built-in IEEE 802.11b/g/n WiFi module

* NAT/bridge hybrid mode to intelligently prioritize transported video/voice/data traffic

*  Optimizes service performance as well as utilization of limited IP resources for service providers

*  Flexible auto provision schemes reduce the OPEX of device maintenance for service providers

*  SNMP power down trap to rapidly identify network fault due to power outage and reduce truck
rolls

*  Built- in cable tray for friendly fiber management in FTTH deployment

* FCCClass A, CE
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1.3 Technical Parameters

Hardware Parameters

Chipset BCM68380 Series
Optical Type SC/APC
SC single-mode/single-fiber, symmetric 1.25 Gbps
Wavelength Tx 1310 nm, Rx 1490 nm CATV 1550 nm
Optical Power Tx power -9 dBm to -2 dBm

Rx sensitivity -22 dBm
CATV -8 dBm to +2 dBm
Interface Type 4 x 10/100/1000 Mbps
Auto adaptive Ethernet interfaces, Full/Half Duplex, RJ45 connector
2 POTS, RJ11 connector
1 SCTE F connector
Wireless Compliant with IEEE 802.11b/g/n, 300 Mbps, 2T2R 2 internal antennas
CATV RF Video Output Bandwidth (MHz):45~875
RF Output Level(dBuV):80
AGC Dynamic Range(dBm):-6~+2
Indicators 12, For POWER, system, LINK, WiFi, Phone, LAN, Pair, CATV

Software Parameters

LAN Supports port rate limiting
Supports loop detection
VLAN Supports VLAN tag mode
Supports VLAN transparent mode
Supports VLAN trunk mode
Supports VLAN translation mode
Supports VLAN QinQ mode
Multicast Supports IGMP v1/v2/v3
Supports IGMP proxy and MLD proxy
Supports IGMP snooping and MLD snooping
QoS Supports 4 queues
Supports SP and WRR
Supports 802.1P
Supports DSCP

L3 Supports IPv4, IPv6 and IPv4/IPv6 dual stack

Supports DHCP/PPPOE/Statics

Supports static route

Supports NAT

Supports bridge, route, route and bridge mixed mode
Supports DMZ

Supports DNS
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Supports ALG
Supports UPnP
Supports virtual server

DHCP Supports DHCP server

VOIP Supports SIP protocol
Supports voice coding: ITU-T G.711/G.723/G.726/G.729, auto-negotiate with call agent
Supports Echo cancellation exceeding ITU-T G.165/G.168-2002, up to 128 ms tail length
Supports high/low speed fax/Modem, bypass fax, and T38 fax
Supports InBand / RFC2833/SIP INFO, MD5 authentication, call forward, call waiting, hot-

line call, and all kinds of value-added voice service. Multi-party conferencing

Supports Line testing according to GR-909

Wireless Supports 802.11b/g/n and Mixed mode
Supports 4 SSID

Supports No-auth, WEP, WPA-PSK and WPA2-PSK function with AES, TKIP encryption

Performance Data loss: <1*10E-12
Call loss: <0.01%
Security Supports Firewall

Supports Mac filter
Supports ACL
Supports URL filter
Management Supports WEB
Supports TRO69
Supports TELNET
Supports CLI

Switching and Routing Features

Standards IEEE 802.3 10Base-T, IEEE 802.3u 100Base-TX/FX
IEEE 802.1p Priority
IEEE 802.1q Tag VLAN
IEEE 802.3x Flow Control
SIP (RFC3261)
G.711/G.723/G.726 /G.729 Annex A/B
Layer 2 Switching PPPoE Client
IEEE 802.1p priority / 802.1Q tag VLAN
Q-in-Q VLAN tag
Application QoS
Rate limit control
Layer 3 Routing NAT/bridge hybrid mode
DHCP client and server
DNS client and DDNS
IGMP proxy
IGMP snooping v1/v2
DMZ host
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Security Attack detection & blocking, Firewall
VolIP Function VAD and CNG
Echo cancellation (G.165/G.168)
DTMF tone generation
T.38 fax/modem relay, T.38/G.711 fax pass through
Adaptive jitter buffer, caller ID, call forward, call hold, call transfer, 3-way conference

Network Web Ul management
Management SNMP Management
Supports SNMP v1/v2c

URL Filtering & filtering schedule
SNTP, Event Syslog

Power down trap

FTP/HTTP firmware upgrade
Remotely FTP upgrade

DHCP auto provision

TR-069
1.4 Application Chart
(E%é@} Central Office (CO) Optical Distribution Customer Premise(CP)
— (ODN)
r =Y l oo
g 1Cpbs i! _T 5

1RU CATV Overlay AT5000 WDM

5P

1 336
PSTH

‘,/"h; P2P Headend AES000

VOD [File Server

A5200 Fiber Switch Heome Wireless Gateway

Figure 1-2: Application Chart
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1.5 Panel Description

Interface Panel

Phonei  Phone2 LANT LAN2 LAN3 LANd Pawer e
DOIZV g

7 HE N cEe ©

Figure 1-3: Interface panel

Name Function

Fiber Connect P2P Fiber port to the internet using an SC type single-mode optical fiber
cable

Phone 1/2 Connect a telephone with the FXS port using a telephone wire. If you only have
one telephone, you should use the FXS1 port

LAN 1/2/3/4 Connect the LAN ports to your devices using RJ45 Ethernet cables

WPS Press down Wi-Fi turn on/off for 3 seconds to enable/disable WiFi

WiFi Hold down the reset button for 1 to 5 seconds to make the device restart and
recover from the factory default settings

Reset Press down the WPS button for 0.1 to 3 seconds to activate the WPS function

DC12v Connect with power adapter

PWR Turn power on/off

CATV SCTE type-F TV antenna

Indicator Panel

L2 g 2 = s g 2 g z 3 s s
LS e R B S SR fER
Figure 1-4: Indication panel
Name Color Status Function
PWR Green OFF Power is not supplied
ON Power is supplied
Fiber Link Green OFF Device is not registered to P2P switch
ON Device has been registered to P2P switch
Flash Device is registering
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LOS Red OFF Rx optical power is normal
Flash Rx optical power is lower than the sensitivity of the optical receiver
CATV Yellow ON CATV optical RX power <-8 dbm
Green ON CATV optical RX power <-8 dbm
Red ON CATV optical RX power >2 dbm
WPS Green OFF Does not use WPS or WPS client is connected (LED automatically turns

off after 5 minutes of successful connection)
ON WPS client is connected. (LED automatically turns off after 5 minutes of

successful connection)

Flash WPS client is connecting

WiFi Green OFF Device is powered off or WiFi is turned off
ON WiFi is turned on
Flash WiFi is turned on and currently transmitting data

PHONE 1/2 Green OFF Device is powered off or not registered to the soft-switch
ON Device has registered to the soft-switch
Flash The port is working

System Green

LAN1/2/3/4 Green OFF Device is powered off or Ethernet link is not established
ON Ethernet link is established but not currently transmitting data
Flash The port is currently transmitting data
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Chapter 2. Quick Installation

2.1 Standard Packing Contents

When you receive our products, please check carefully to make sure that our products
whether have some defects or not. If something wrong with shipping, please contact carrier;
other damage or lack of some parts, please contact with dealer.

Contents Description
4FE/GE+2POTS+WiFi+CATV Home Gateway 1pc
Power Adapter 1pc
User Manual 1pc

2.2 Quick Installation
1. Connecting the optical fiber cable to the unit.
a. Remove the protective cap of the optical fiber.
b. Clean the end of the optical fiber with an optical fiber end cleaner.

c. Remove the protective cap of the HGU optical interface (P2P interface). Connect the
fiber to the Fiber port on the unit.

||_..J| When measuring the optical power before connecting to the HGU use of a Fiber

Inline Power Meter is recommended.
Note

While connecting, please note:

* Keep the optical connector and the optical fiber clean.

*  Make sure there are no tight bends in the fiber and that the bending diameter is greater than
6cm. Otherwise, the optical signal loss may be increased, to the extent that signal may be
unavailable.

* Cover all optic ports and connectors with protective cap to guard against dust and moisture
when the fiber is not used.

2. Apply power to the unit. Push the power button.

3. After the HGU is power ON, Indicators should light up as for normal operation. Check
whether the P2P interface status LED (LINK) is on continuously. If it is, the connection is
normal; otherwise there is either problem of the physical connection or the optical level at
either end. This may be caused by either too much or too little attenuation over the optical
fiber. Please refer to the Layout Description section of this installation manual for normal
LED activity.

4. Check all signal levels and services on all the HGU communication ports.

Unit Installation Adjustment
Installing the HGU on a horizontal surface (Bench top)
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Put the HGU on a clean, flat, sturdy bench top. You must keep the clearance for all sides of the

unit to more than 10 cm for heat dissipation.

Installing the HGU on a vertical surface (Hanging on a wall)
You can install the HGU on a vertical surface by using the mounting holes on the bottom of

the ONU chassis and two flat-head wood screws.

a. Insert the screws into the wall. The screw positions must be in the same horizontal line
and the distance between them must be 165mm. Reserved at least 6mm between the

screw caps and the wall.

b. Hang the HGU on the screws through the mounting holes.

2.3 Set up Connection

Set up wired connection
Connect PC with P2P HGU Ethernet port by RJ-45 Cat5 cable.

Set up wireless connection
Choose the wireless network name (SSID) “Broadcom1”, there is no password by default.
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Chapter 3. Configuration

After finishing the basic connection configuration, you can use its basic function. In order to
satisfy individuation service requirements, this charter provide you parameter modification

and individuation configuration description.

3.1 Login

The device is configured by the web interface. The following steps will enable you to login:

1. Conform “2.2 Quick Installation” to install;
2. The device default IP is 192.168.1.1;
3. Open your web browser, type the device IP in address bar;

4. Entry of the username and password will be prompted. Enter the default login User

Name and Password:

||_. Jl The default login User Name of administrator is “admin”, and the default login
X Password is “ascent”

Note
WEB Login
A% English
Uzername  |admin
Fassword |esess
Submit Cancel
|
Figure 3-1: Login
3.2 Status

This part shows the main information of product.
3.2.1 Device Info

This page shows the device basic information, such as model, mac details, hardware version,

software version and CFE version.

Solutions Provider for FTTx, RFoG and HFC www.ascentcomtec.com Page 12 of 82



AE224S P2P HGU User Manual ASCENT¢

Communication l'e:l'lnulugv

Device Info Hmtlm_. hw i Wm .MM

Status

Davice Basic Info

Deevic: Bask: Tnfo

Devicie modit

Dignals Mg M.

e YesRon S TG
Softwars Versond | HEWOOD
CFE Versior FE=1.0.38-117.E

Figure 3-2: Device Info

3.2.2 Network Info
3.2.2.1 WAN Info

This page shows WAN connection information you have configured. WAN connection’s
protocol can be configured to IPv4, IPv6 or both of them.

Device Info Network Info User Info VolP Info TRO069 Status
WAN Info
WAN Info
xPON Info
Interface Description Type |VianMuxId |Vlang8021p | IGMP NAT | IPvE MLD Status
veip0.2 | 2_TROB9_VOIP_INTERMET_R_VID_100 | Router 100 Disable | Enable | Enable | Disable | Disable | Unconfigured
veip0.1 1_INTERMET_B_VID_ Bridge Mal Disable |Disable | Disable | Disable | Disable | Unconfigured

Network Info

Interface | Default Gateway Subnet Mask DNS Server | IPve Default GV | IPve DNS Server
veipl.2 0.0.0.0 0.0.0.0
veipl.1 255.255.255.255

Figure 3-3: WAN Info

3.2.2.2 Ethernet Info

This page shows the P2P information, such as temperature, voltage, current, power, and link
status.
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» 5| Nework | Scurity | Application | Management | Disgnose | _Help |
TRO69 Status

Device Info = MNetwork Info User Info

WAN Info
Ethernet Info Uplink Info
| Uplink Status: | Down
Rate: |
| Mode:

Optical Transceiver

| Temperature('c): 127 906004

| voltage(v): (6553500

_Current{mA]: I 131.070000
Send Power(dBm): | 8.164733

| Receive Power{dBm): 8.164733

Figure 3-4: Ethernet Info

3.2.3 User Info

3.2.3.1 WLAN Interface

This page shows WLAN information, such as SSID name, whether enable security or not,
statistics of the packet on both send and receive direction.

Device Info Network Info User Info VolIP Info TRO69 Status

WLAN Interface
WLAN Interface Info

LAN Interface

USB Interface jWLN-J Connection Status: [ Enzble
.Channel: 5
:.SSID-l MName: .: éruadcuml
| s51D-1 Security Status: irEnahle

Receive/Send Info

[nterface| Receive Send |
Bytes | Pkis |Ers Drops | Bytes |Pkis |Errs | Drops
[wireless [0 [0 [0 [0 [o [o o [o |

Figure 3-5: WLAN Interface

3.2.3.2 LAN Interface

This page shows LAN information, such as LAN gateway, receive or send packet statistics of
LAN interface, list of connected clients.
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Device Info

Network Info User Info VolP Info TRO069 Status
WLAN Interface
Gateway Info
LAN Interface
USB Interface LAN IPv4 Address: 192.168.10.1
IP Address:
LAN IPvG Address:
MAC Address: 00:1D:2B:F9:06:00
Receive/Send Info
Receive Send
Interface
Bytes Pkts | Errs | Drops | Bytes Pkts | Errs | Drops
LAN1 ] 0 1] 0 0 0 0 a0
LANZ 0 0 1] 0 0 0 0 0
LAN3 338077 | 3674 | 0 0 647924 | 1901 | 0 0
LAN4 i} 0 1] o 0 o 0 0
LAN Device Info
1P Address MAC Address JErEE
Type

192.168.10.228 | 74:d4:35:15:41:82 | Computer

Figure 3-6: Ethernet Interface

3.2.4 VoIP Info

This page shows VolP information which include registration status, user status and phone
number.

Device Info Network Info User Info VolP Info TRO069 Status

VolIP Info
VoIP Info
Name Linel Line2
Registering status Register failed Register failed
User s@tus Idel Idel
Phone Mo.
Figure 3-7: VolIP Info
3.2.5 TRO69 Status

This page shows the request status of ITMS connection.
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Device Info Network Info User Info VolIP Info TRO6Y Status

TRO69 Connect .
Inform sending status:

Configuration
Inform data is fail to be verified

Accept ITMS connection request status:

Remote connection procedure initiated by ITMS is interrupted

Figure 3-8: TRO69 Status

3.3 Network

3.3.1 Internet

This page allows you to configure WAN connections. You can’t add any WAN connection if you
have configured eight connections because the largest number of wan connections is eight.

Internet LAN Settings LAN Time Server Route
Internet Uplink Mode: GPON +
LAN VLAN
Connection Name:  1_TNTERNET_B_VID_ E
Multicast LAN
VLAN Mode: Foute -

Protocol Mode: TPwd -
% DHCP Automatically obtain an IP address from your ISP
€ Static Configure a static IP address supplied by your ISP
" PPPOE Select this option if your ISP uses PPPoE
MTU: [t422 ]
MAT: ™2
Enzble Vian: 172
Vian ID: [—
802.1p: -
VLAN Mode: Tag
Service Mode: TROG8_VOIP_INTERNET -
Port Binding:
[ Port 1 I Port_2
[T port_3 I port_4

Figure 3-9: Internet
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Parameters Description
Uplink Mode The uplink mode is set to P2P in this product and it can’t be changed.

This is the list table of WAN connection name. If you want to create a new WAN
connection, please select “Add WAN Connection” and input other parameters at
the same time and then click “Save/Apply” button. If you want to edit WAN
connection, please select the wan connect name you want to edit and change
other parameters and then click “Save/Apply” button. If you want to delete one

Connection Name connection, please select the wan connection you want to delete and then click
“Del” button.
Bridge: The LAN ports you have selected in this WAN connection and P2P port are
Mode in the bridge mode.

Route: The LAN ports you have selected in this WAN connection and P2P port are
in the route mode.

Protocol Mode IPv4: WAN connections use IPv4 protocol. IPv6: WAN connections use IPv6
protocol.

IPv4 & IPv6: WAN connections use both IPv4 and IPv6 protocol.

IP Mode DHCP: Automatically obtain an IP address from your ISP Static: Set the IP address
manually

PPPoE: Select this option if your ISP uses PPPoE

MTU MTU: max transfer unit
Default Value: 1500 in bridge mode, 1492 in route mode.
NAT Enable: open NAT function Disable: close NAT function
Enable VLAN Disable: In this wan connection, the packets transmitted by the P2P port don’t
take VLAN tag.

Enable: In this wan connection, the packets transmitted by the P2P port
take VLAN tag.

VLAN ID: input the VLAN ID you want to set. 802.1p: select the port priority you
want to set.

VLAN Mode: Tag or Transparent. If you select route mode, the

VLAN mode is set to tag mode and it can’t be changed.

IPv4 Static IP Settings IP Address: Please input wan IP address.

Subnet Mask: Please input wan IP address mask. Default gateway: Please input
gateway.

Primary DNS: Please input primary DNS.

Secondary DNS: Please input secondary DNS.

IPv6 Static IP Settings WAN IPv6 gateway address: Please input wan IP gateway. WAN IPv6 address:
Please input wan IP address.
Primary IPv6 DNS server: Please input primary DNS.
Secondary IPv6 DNS server: Please input secondary DNS.
Service Mode Service mode is indicating what the wan connection is used for. E.g.: If this wan
connection is used for VolP, you should select the service mode which includes
VOIP, such as TR0O69_VOIP_INTERNET, TRO69_VOIP, VOIP or VOIP_INTERNET.
Port Binding Showing which LAN port or SSID the wan connection has included.
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Port binding is only effective to OTHER mode WAN connection.

If port isn’t bound to OTHER mode WAN, it will give preference to OTHER mode WAN
||_..J| connection for upstream when there is no LAN VLAN rule and give preference to INTERNET

Note mode WAN connection for upstream when there is LAN VLAN rule.

DHCP server of HGU will not affect the LAN port which is bound to OTHER mode WAN for
upstream. You also can’t visit webpage from this port

3.3.2 LAN VLAN
This page allows you to configure LAN interface VLAN.

3.3.2.1 Basic Mode Settings

TROGY

Internet LAN Settings WLAN QoS Time Server Route
Internet 5 _
Local Area Network (LAN) VLAN Basic Settings
LAN VLAN
Multicast LAN
VLAN Advanced Mode Settings |

When setting LAN VLAN, you should add an Others transparent bridge on Internet page.

Notice: The Advanced Mode is independent with Basic Mode.
When Advanced Mode is set to enable VLAN, the rules of Advanced Mode should be taken effect.
When Advanced Mode is set to dizable VLAN, the rules of Basic Mode should be taken effect.

Seect s Lo port (807809

W  Enable VLAN Mode

Received VLAN ID Translation VLAN 1D

| |
| |
| I
| |
L |
| |
| |
| |
| |

Notice: When Received/Translation VLAN ID is 0, it means that received/transktion packet without VLAN.
When Received VLAN ID is same as Translation VLAN ID, it means there is a VLAN trunk rule.
When Received VLAN ID is different with Translation VLAN ID, it means there is a VLAN translate rule.

Figure 3-10: LAN VLAN basic mode settings
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Parameter Description

Enable VLAN mode VLAN mode switch

Received VLAN ID LAN port received VLAN.

Translation VLAN ID LAN port translated VLAN. LAN port sends messages to P2P port with this
VLAN.

For example,

1. Received VLAN ID is O, translation VLAN ID is 99. It means the port is tag mode, VLAN ID is
99.

2. Received VLAN ID is 99, translation VLAN ID is 99. It means the port is trunk mode, VLAN ID
is 99.

3. Received VLAN ID is 77, translation VLAN ID is 99.

4. It means the port is translation mode. The port receives messages with VLAN 77, then
translates to VLAN 99 and sends to P2P port.

5. Received VLAN ID is O, translation VLAN ID is 0. It means the port is transparent mode.

Advanced mode settings

Internet LAN Settings WLAN QoS Time Server Route
Internet R
Local Area Network (LAN) VLAN Advanced Settings
LAN VLAN
Multicast LAN
VLAN Basic Mode Settings |

When setting LAN VLAN, you should add an Others transparent bridge on Internet page.

Notice: The Advanced Mode is independent with Basic Mode.
NMhen Advanced Mode is set to enable VLAN, the rules of Advanced Mode should be taken effect.
When Advanced Mode is set to disable VLAN, the rules of Basic Mode should be taken effect.

Selcta La port:

W  Enable VLAN Mode

Received VLAN ID Translation S-VLAM ID Translation C-VLAN ID
|85535 |65535 o

Notice: When Received/Translation VLAN ID is 0, it's mean that received/translation packet without VLAN.
When Received VLAN ID is same as Translation S-VLAN ID, it's mean there is a VLAN trunk rule.
When Received VLAN ID is difference with Translation VLAN ID, it's mean there is a VLAN translate rule.

Apply/Save

Figure 3-11: LAN VLAN advanced mode settings
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Parameter Description

Enable VLAN mode VLAN mode switch.

Received VLAN ID LAN port received VLAN.
Translation S-VLAN ID LAN port translated service VLAN.
Translation C-VLAN ID LAN port translated custom VLAN.

For example,
1. Received VLAN ID is O, translation S-VLAN ID is 99.
It means the port is tag mode, VLAN is 99.

2. Received VLAN ID is 99, translation S-VLAN ID is 99. It means the port is trunk mode, VLAN
is 99.

3. Received VLAN ID is 77, translation S-VLAN ID is 99.

It means the port is translation mode. The port receives messages with VLAN 77, then
translates to VLAN 99 and sends to P2P port.

4. Received VLAN ID is 65535, translation S-VLAN ID is 65535. It means the port is transparent
mode.

5. Received VLAN ID is 22, translation S-VLAN ID is 33 and translation C-VLAN ID is 44.

It means the port is QinQ mode. The port receives messages with VLAN 22, sends to P2P port
with double VLAN that inner VLAN is 44 and outer VLAN is 33.

3.3.3 Multicast LAN VLAN

This page allows you to configure multicast VLAN of LAN ports.
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LAN Settings WLAN T

RO69

QoS Time Server Route

Internet

Internet

Local Area Network (LAN) Multicast VLAN Basic Settings
LAN VLAN

Multicast LAN

VAN seecta L ports [snireo

¥ Enable VLAN Mode

Received VLAN ID Translation VLAN ID
J4000 J4000

L |
| |
| |

™ Enable VLAN Cross

Notice: When Received/Translation VLAN ID is 0, it's mean that received/translation packet without VLAN.
When Received VLAN ID is same as Translation VLAN ID, it's mean there is a VLAN trunk rule.
When Received VLAN ID is difference with Translation VLAN ID, it's mean there is a VLAN translate rule.

Apply/Save

Figure 3-12: LAN multicast VLAN

Parameter Description

Enable VLAN mode Multicast VLAN mode switch.

Received VLAN ID LAN port received VLAN.

Translation VLAN ID LAN port translated VLAN.

Enable VLAN cross Multicast VLAN cross switch. Join or leave message doesn’t need to

carry the same VLAN as multicast VLAN when VLAN cross is enabled;
but it must be the same as multicast VLAN when it is disabled.

For example,

1. Received VLAN ID is O, translation VLAN ID is 10.

It means multicast VLAN mode of the port is tag, VLAN is 10.
2. Received VLAN ID is 10, translation VLAN ID is 10.

It means multicast VLAN mode of the port is trunk, VLAN is 10.
3. Received VLAN ID is 10, translation VLAN ID is 20.

It means multicast VLAN mode of the port is translation. LAN port translates multicast VLAN
20 to VLAN 10 before sending multicast streams to customer.

3.3.4 LAN Settings

3.3.4.11Pv4

This page allows you to make some LAN settings, such as LAN IP setting, DHCP server setting.
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R069 S

Internet LAN Settings WLAN Tl Qo Time Server Route

IPv4
IPvE

Rate Limited Configure the IP address and subnet mask of the LAN acoess ports of the CPE. Click "Save/Apply” button to
save the LAN configuration.

IP Address: |192.168.15.66
Subnet Mask: |255.255.255.D

" Disable DHCP server

& Enable DHCP server
Beginning IP Addrass:lW
Ending IP Address: IW
Subnet Mask: IW

Lease Time: One Day -

LAN Settings

Loop Test

Reserved IP address

Seledt "Add" or "Del" to configure reserved 1P allocations in the DHCP server.
Note: A maximum of 10 reserved IP address are allowed. (Local IP and MAC will not occupy the quota)

MAC Address IP Address ; Del
| 80:14:38:00:fc:51 192.168.15.66
Add  Del

Figure 3-13: IPv4 Settings

Parameter Description
IP Address LAN IP address.
Subnet Mask LAN IP mask.
Disable DHCP Server DHCP Server is disabled.
Enable DHCP Server Enable HGU DHCP server.
Beginning IP Address: The start IP address of IP pool. Ending IP Address: The
end IP address of IP pool.
Subnet Mask: The subnet mask of IP pool.
Lease Time: Lease time of the IP address.
Reserved IP Address Click “Add” button to configure IP address you want to reserve. If you want to

delete one reserve IP configuration, select “Del” checkbox and then click
“Del” button.

3.3.4.2 IPv6

This page allows you to configure IPv6 DHCP server.
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[ saws IR A e M T

Internet LAN Settings WLAN Qo5 Time Server Rou
IPvé4
IPv6 LAN address distribution
IPv6 Attention: When DHCP status mode = ON; if the prefix length is less than 64 and address compression "::" is
Rate Limited not supported, please input the complete address. Such as "0:0:0:2", do NOT abbreviate the address.
Example "::2".
Loop Test

LAN static IPv6 address setting

IPv6 static address(Prefix should be set, such as ;‘dDD::l.-'64):|

IPv6 LAN Applications
¥ Enable DHCPvG Server

& Stateless
" stateful

Starting Interface ID:I
Ending Interface ID: I |
Lease Time(Hours): I |

¥ Enabling Radvd
™ Enable ULA Prefix Advertisement

Static ULA Pr (fd00::/64) |
Preferred Life Time (hour): I |
Valid Life Time (hour): | |

Figure 3-14: IPv6 Settings
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Parameter Description

LAN static IPv6 address setting LAN IPv6 address.

Enable DHCPv6 server Enable or disable DHCPv6 server.

Stateless In this mode, terminal host gets a gatherable unicast IP address according to

the global address prefix, which the router declared, and its interface ID.

Stateful In this mode, mainly use DHCP to configure host. You should set up DHCP
server according to your requirement.

Enable RADVD Enable RADVD to monitor automatic configuration request of IPv6 host and
also response in the local area network.

Enable ULA prefix advertisement Enable or disable ULA prefix advertisement.

Static ULA prefix Input static ULA prefix.

Preferred lift time Use to restrain lease time and re-bind time. By default, lease time is 50% of
preferred life time and re-bind time is 80% of preferred life time.

Valid life time Lease Period of IPv6 address. After valid life time up, the server will take back
IPv6 address.

3.3.4.3 Rate Limited

This page allows you to configure LAN port rate limiting.

Internet LAN Settings QoS Time Server Route
IPvd

IPv6 LAN Rate Limited
Rate Limited

foos o Lant: o kb/s
Lanz: o kb/s
Lanz: o kb/s
Lang: [o | ks

SavelApply

Figure 3-15: Rate Limited

Parameter Description
LAN Rate Limited Input the value you want to limit and then click the “Save/Apply” button
to save. 0 means no limit.
It is only effective for down streams.

3.3.4.4 Loop Test

This page allows you to enable loop test function.
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Internet LAN Settings WLAN QoS Time Server

IPvd
IPv6
Rate Limited

Loop Test

Loop Test ¥ Enable Loop Test

SavelApply

Figure 3-16: Enable Loop Test

3.3.5 WLAN

This part is used to configure WIFI parameters. On each page, after configuring you should
click “Save/Apply” button to save it.

3.3.5.1 WLAN Basic
This page allows you to configure wireless basic settings. Basic settings include wireless switch

setting, SSID name, country, max clients and so on for each SSID. You can enable each AP and
decide whether hidden SSID or not.

Internet LAN Settings WLAN QoS Time Server
WLAN Basic
Wireless -- Basic
Security
WLAN Advanced This page is used to configure basic features of wireless LAN port. Induding enable or disable wireless LAN port,

hide SSID from being scaned by AP, set wireless network name (SSID), set channel frequency according to
different country standards and so on.

Click on "Save/Apply" to take effect the basic configuration of wireless.

Station Info

I  Enable Wireless

T Hide Access Point

I Clients Isolation

T Disable WMM Advertise

T Enable Wireless Multicast Forwarding (WMF)

SSID: |B_roa§|cuml_
BSSID:  00:1D:28:F8:84:42
Country: | UNITED STATES v

Max Clients: |16 |

Wireless - Virtual Interface:

Enabled | SSID Hidden Iclienti '.,D\I-m‘e_ ,E;D;l;‘e éﬂ:ﬁts BSSID
Advertise

I |Ernadmm2 || - ] - IT TjA

F= |EroadcomB ||~ r O r IT H/A

I .[Eroadcmm_ 1| I [ r |T IS

Figure 3-17: WLAN Basic
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Parameter Description

Enable Wireless Enable or Disable WLAN.
Hide Access Point Select it to hide SSID.
Clients Isolation Isolate each WIFI clients.

Disable WMM Advertise Disable wireless QoS.
Enable Wireless Multicast  Whether to enable wireless multicast or not.

Forwarding
SSID SSID Name.
Country Country or region.
Max Clients Max Clients for this SSID.

3.3.5.2 Security

This page is used to configure Wireless security.

RO69

Internet LAN Settings WLAN Tl QoS Time Server Route
WLAN Basic "
WLAN Config - Security
Security
WLAN Advanced This page is used to configure the security of wireless LAN interface. Including WPS on/off, authentication
methods, data encryption,
Station Info

Wi-Fi authentication key, key length and so on.

WPS Setup

Enable WPS Digabled »

Manual Setup AP

You can set the network authentication method, selecting data encryption,

specify whether a network key is required to authenticate to this wireless network and specify the encryption
strength.

Click "Apply/Save" when done.

—_—

Select S5ID: Broadcnml_v]
Network Authentication: |Mlxed WPAZ/WPL -PSK v|

WPA/WAPI passphrase: Iunnu Click here to display
WPA Group Rekey Interval: ID

VAPI Encryption: TEIP+AES vii

WEP Encryption:
Figure 3-18: WLAN Security

In “WPS Setup” you can select whether to enable WPS(Wi-Fi Protected Setup) function and
add WPS client method: by Push Button or PIN.

In “Manual Setup AP”, select your SSID name. Take WPA-PSK for example, select “Mixed
WPA2/WPA-PSK” in [ Network Authentication] , and set up WPA-PSK password in
WPA/WAPI passphrase] .
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3.3.5.3 WLAN Advanced

This page shows more detail settings about wireless.

| saus [ Securiy | Applcaion_| Management | Diagnose_|

Internet LAN Settings WLAN TRO69 QoS5 Time Server Route
WLAN Basic
Security

Wireless -- Advanced

This page is used to configure advanced features of wireless LAN port. Including speed, TRS, power-saving
mode, access point beacons, XPress mode and so on.

Station Info Click "Save/Apply" to take effect advanced configurations of wireless.
Band: 2.4GHz
Channel: __1 .15 Current: 1 (interference: acceptable)
Auto Channel Timer(rmin) )
802.11n/EWC: Auto i
Bandwidth: |20]\‘|Hz in 2.4¢ Band and 40MHz in 5¢ Band s |Current: 20MHz
Control Sideband: Current: N/A
802.11n Rate: Auto v
802.11n Protection: duto v |
Support 802.11n Client Only: |Off |
RIFS Advertisernent: Off |w
0BSS Coexistence: Dizable v_|
RX Chain Power Save: iDlsable vi Power Save status: =L
- —— = Power
RX Chain Power Save Quiet l—
Time: -
RX Chain Power Save PPS: I
54g™ Rate:
Multicast Rate: Auto “
Basic Rate: Defanlt |
Fragmentation Threshold: 2346
RTS Threshold: 2347
DTIM Interval: |1 |
Beacon Interval: |1DE|
Global Max Clients: 16
XPress™ Technology: Dizabled
Transmit Power: 100% v!
WMM({Wi-Fi Multimedia): Enabled =
WMM Mo Acknowledgement:  |Disabled »
WMM APSD: Enabled =
Figure 3-19: WLAN Advanced
Parameter Description
Band 2.4GHz or 5.8GHz.
Channel Wireless channel, different bandwidth has different channel range.
802.11n/EWC 802.11n/EWC switch. There are some other parameters for 802.11n/EWC
when it is enabled.
54g™ Rate 54g™ rate.
Multicast Rate Wireless multicast rate.
Basic Rate Wireless basic rate.
Fragmentation Threshold Messages will be segmented if its length is bigger than the threshold. When

fragmentation transmission is interrupted, only the part that is sent failed
needs to re-send.
The range is 256~2346 byte, default is 2346 byte.
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RTS Threshold RTS (Request To Send) threshold is used to avoid transmission conflict in
WLAN.

Much smaller the value is, much faster the frequency of sending RTS messages
and system recover from interrupt or conflict is. But it costs more bandwidth
and affects throughput.

The range is 1~2347 byte, default is 2347 byte.

DTIM Interval DTIM (Delivery Traffic Indication Map) interval. The range is 1~125, default is 1.
Beacon Interval Beacon interval, default is 100.

Global Max Clients The maximum clients for the whole equipment.

XPress™ Technology Xpress is on the basis of wireless multimedia extension of IEEE802.11e.

In single network, using Xpress technology can improve the total
rate of AP by 27%.
Transmit Power Wireless transmit power, value is 20%, 40%, 60%, 80% or 100%. Much bigger
the value is, much better the coverage area is.
WMM (Wi-Fi Multimedia) Enable or disable wireless QoS function. This will improve video and voice
quality of wireless terminal.
WMM No Acknowledgement WMM No Acknowledgement switch.
WMM APSD WMM APSD switch.

3.3.5.4 Station Info

This page shows information of clients that connected to wireless.

Internet LAN Settings WLAN QoS Time Server Route
WLAN Basic
Wireless -- Authenticated Stations
Security
WLAN Advanced This page shows authenticated wireless stations and their status.
EESER MAC Associated | Authorized | SSID | Interface
00:08:CA:51:63:FE Yes XAYYZZ wid
Refrash |
Figure 3-20: Station Info
3.3.6 TRO69

3.3.6.1 ITMS server

This page allows you to configure ITMS server parameters
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S

Internet LAN WLAN TR069 Qo Time Server Route

ITMS Server ~ R
TR-069 client configuration
WAN Management Protocol (TR-069) allows the auto-configuration server (ACS) to do automatic configuration
and diagnostics of this device.
Set values as you need, and didk "apply” to configure the TR-069 dient options.
Inform " Disable " Enable
Secure Link: Certificate Import
Inform Interval: 300
ACS URL: | |
ACS Username: Iadmin
ACS Password: Inm—
WAN Interface used by TR-069 client Any WAN -
Display SOAP messages on serial console {* Disable " Enable
¥ Connection Request Authentication
Connection request username: Iadmin
Connection request password: Inna
Connection Reguest URL:
Savel/pply |[ GeRPCMethods |
Figure 3-21: ITMS server parameters
Parameter Description
Inform Enable or disable HGU sends information to server.
Inform Interval Reconnection interval. HGU will verify connection with ITMS server
when inform interval times up.
ACS URL Server provider’s network management server.
ACS Username Authentication username for HGU connects to ITMS server.
ACS Password Authentication password for HGU connects to ITMS server.
WAN interface Choose a WAN interface for TRO69.
Connection request Authentication username for ITMS connects to HGU.
username
Connection request Authentication password for ITMS connects to HGU.

password

3.3.6.2 LOID

This page shows about the LOID settings. After input the LOID and password you can click
“Save/effect” button to save them.
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Internet LAN Settings WLAN TRO69 QoS Time Server Route
ITMS Server
LOID:

LOID

LOID: IFHTTH32EUG

Passwordi|ssssesssse

save/effect |
Figure 3-22: LOID settings

3.3.7 QoS

This page shows QoS settings. Once the data stream is matched to the rule and the rule has
bound to the specifical queue, the data stream’s rate will be in schedule depending on the
gqueue setting.

Internet LAN Settings WLAN QoS Time Server Route
QoS L
Mode Row: OTHER -
Enable QoS: =2
Upstream bandwidth(kbps): ID
Queue Precedence: & Priority " WRR T CAR
Enzble DSCP: I~
Enable 802.1P: ¥ Disable " Unchange " Replace
Queue Priority Enable
1 Highest [
2 High r
3 Medium r
4 Low -
5 Low r
6 Low r
7 Low r
8 Low I
Service Mame Queue
o - 1
i - 1 -
Type Value Protocol Queue DSCP 802
Figure 3-23: QoS Configuration
Parameter Description
Mode Row QoS template. There are several templates can be chose.
Enable QoS Enable QoS.
Upstream bandwidth Setup upstream bandwidth. 0 means no limit.
Queue Precedence Setup the scheduling policy.
Enable DSCP Enable DSCP.
Enable 802.1P Enable 802.1P.
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3.3.8 Time Server

This page allows you to configure time related parameters of your router. After you have
selected the check box, select the time server and time zone you want to set and then click
the “Save/Apply” button to save.

Internet LAN LAN QoS Time Server Route
Time Server :
Time Setting

This page allows you to configure time related parameters of your router.

V¥ Automatically synchronize with an internet time server

The first NTP fime server:  time.nist. gov - I

The second NTP time server: ntpl. tunmy. com |L]
The third MTP time server:  None - |
The fourth NTP time server: None - I
The fifth NTP time server:  None - |
Timezone: (GMT-03:00) Pacific Time, Tijuana -

Save/Apply |

Figure 3-24: Time server

3.3.9 Route

This page allows you to configure static routing.

Notwork |t IRMMSRR] _seem_| tootcaen | rssorn |t

Internet LAN Settings LAN QoS Time Server Route

Static Route = .
Router -- Static Routing

Please input destination address, subnet mask, gateway or valid WAN interface, then didk on "Save/Apply”
button to add this routing rule.

IP Version: IPwq -
Destination IP address/Prefix Length: IW

WAN Interface: 1_INTERNET_E_VID_/weip(. 1 -
Gateway IP Address: [fozte51 |

(optional: metric value should be equal or bigger than 0)

Metric: 1

[ Save/Apply |

Figure 3-25: Configure Static Route
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Internet LAN Settings LAN QoS Time Server Route

Static Route : : ; R
Routing -- Static Route (A maximum 32 entries can be configured)

NOTE: For system created route, the 'Remove’ checkbox is disabled.

IP \u'ersmn DstIP;l PreﬂxLengm Gateway Interﬁce metnc Remu\e
4 192 168.5.0/24 192, 16851 veipl.l |1 r

ﬂl [ Remove |

Figure 3-26: Static Route List

Parameter Description

IP Version IPv4: Static route for IPv4. IPv6: Static route for IPv6

Destination IP address Destination IP address format: the last several bits should be zero, just
like 192.168.5.0/24, 192.168.0.0/16.

WAN Interface Select the wan interface you want to add static route

Gateway IP Address Please input the gateway IP address.

Metric Please input the metric value.

3.4 Security

3.4.1 URL Filter

This page allows you to configure URL filter. URL filter is taking effect when the wan
connection is in router mode. Other words, when the wan connection is in bridge mode, the
URL filter cannot be taken effect.

- Network [ hppiceion | anagement | Disgrose | e |
Security |5 | Nework | ™ g

URL Filter Firewall MAC Filter  Security Filter
URL Filt
Ly URL Filter -- Please select the list type and set the rules. 100 rules supported at most.
¥ Enable URL Fitter
URL List Mode : & Black List ¢ White List
URL Address Port | Del
http://www.baidu.com | 80 | [T
tudou.com| 80 | T
ww.youku.com | 80 | T
Add  Del
Figure 3-27: URL Filter
Parameter Description
Enable URL Filter Enable or Disable URL Filter
URL List Mode Black List: URL in the list will be forbidden and others will be accessed.

White List: URL in the list will be accessed and others will be forbidden.
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URL List URL List you want to deal with (Drop or Access). Click “Add” button to
add URL item to the list.
Select “Del” checkbox and then click “Del” button to remove URL items
from the list.

3.4.2 Firewall
3.4.2.1 Security Level

This page allows you to configure firewall level. Firewall has three levels: Low, Medium and
High.

Socurity |_Sus | Nework_| 2 2

URL Filter Firewall MAC Filter  Security Filter
Security Level
DoS Protect
Select theFirewall Level and set the relevant parameters. If Custom level is selected, checked
protocol will not be forwarded in the corresponding direcdon.
Firewall
Level: Los it
SavelApply
Figure 3-28: Security Level
Parameter Description
Firewall Level Low: Protect nothing.

Medium: Denial of Service protections.
High: Forbid ICMP Input, Forbid Port Scan, Denial of Service protections.

3.4.2.2 DoS Protect

This page allows you to enable/disable DoS protect function

Socurity S| fework_| o r

URL Filter Firewall MAC Filter  Security Filter

Security Level

DoS Protect

DoS Protection

" Disable @ Enable oK

Figure 3-29: DoS Protect

3.4.3 MAC Filter

This page allows you to configure MAC filter. Mac filter is different from URL filter that it is
nothing to do with the wan connection mode. When packets input the LAN port, the packets
will be dropped or accessed depends on the MAC filter rules.
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Socurity L Sws | Nework | Applcaton | Wansgement | Disgnose | Help |
URL Filter Firewall MAC Filter [ Security Filter
MACEilte Add MAC Address Filter Rules
MAC Address Filer: ' Enable " Disable
Fitter Mode: & Black List Lli:t White
MAC Address : li
(2006000606
Add
MAC Address Del
00:00:00:00:00:11 r
00:00:00:00:00:22 r
Del
Figure 3-30: MAC Filter
Parameter Description
Mac Address Filter Disable: Disable Mac Filter. Enable: Enable Mac Filter.
Filter Mode Black List: MAC Address in the list will be forbidden and others will be accessed.
White List: Mac Address in the list will be accessed and others will be forbidden.
MAC Address Input the MAC address and click the “Add” button to add MAC address to the table.

Select “Del” checkbox and then click “Del” button to remove
MAC address from the table.

3.4.4 Port Filter

This page is used to configure port filter. Port filter include many kind of filters, such as MAC
filter, IP filter, protocol filter and port filter.
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URL Filter Firewall MAC Filter Port Filter
Port Filter
Port Id: Filter Mode:
savelefiect
Port Id Fiter Mode
Port_1 BlackList
Port_2 BlackList
Port_32 BlackList
Port_4 BlackList
Filter Configuration:
Port Id:
Fiter Direction
EthType S-MAC D-MAC S-IP D-IP Protocol S-Port D-Port
Select Filrer Type [ r r [ r r r r
Ethernet Type:
Src MAC: I—(xx:xx:xx:xx:xx:xx)
Dst MAC: l—[n:xx:xx:m:xx:m)
Src IP: I—
Dst IP: I—
Protocal: l— (0-255)
Src Port: | |
Dst Port: | |
Add
IPdnrt Direction | EthType | SrcMac DstMac | SrcIp |Dstlp |IpProtocol | SrcStartPort | SrcEndPort | DstStartPort | DstEndPort
1 BOTH 00:00:00:11:22:33
Figure 3-31: Port Filter
Parameter Description
Filter Global Settings
Port Id Select the port you want to configure
Filter Mode Black List: Rule in the list will be forbidden and others will be accessed.

White List: Rule in the list will be accessed and others will be

forbidden.
Filter Rule Settings
Port Id Select the port you want to configure rules.
Filter Direction Ingress: Packets ingress the port will be filtered by the rule. Egress:

Packets egress the port will be filtered by the rule. BOTH: Packets of
both directions will be filtered by the rule.

Select Filter Type Select the items you want to configure in rule.

Ethernet Type Select which Ethernet type you want to configure in the rule.

Src Mac Input the source MAC address you want to configure in the rule.

Dst Mac Input the destination MAC address you want to configure in the rule.
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Src IP Input the source IP address you want to configure in the rule.

Dst IP Input the destination IP address you want to configure in the rule.
Protocol Input the protocol you want to configure in the rule.

Src Port Input the source port you want to configure in the rule.

Dst Port Input the destination port you want to configure in the rule.

Notice: When port filter mode change to white list, you should configure two rules. One rule

for ingress direction and one rule for egress direction.

Eg: Port_1 filter mode has changed into white list.

Port Id Fitter Mode
Port_1 WhitelList
Port_2 WhitelList
Port_3 BlackList
Port_4 BlackList

Here | had configured two rules (one for ingress and one for egress). The MAC address is my
computer’s MAC address. In this way, my computer can access the equipment via the port 1.

Port

Id Direction | EthType | SrcMac DstMac Srclp
1 Ingress 00:30:18:3e:ef:35
1 Eqgress 00:30:18:3e:ef:35
3.5 Application
3.5.1 NAT
3.5.1.1 ALG

This page shows about ALG settings, such as h.323, SIP, RTSP, IPSEC, FTP and L2TP.
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appicaton [smn Lot | v TR o | ot | iae

UPNP VolP i [IGMP MAC me:ed MLD

ALG
DMZ
Virtual Server Select ALG:

ALG

Enable H.323

<]

Enable SIP

U

Enable RTSP

Enable IPSEC

< =l

Enable FTP

Enable L2ZTP

<]

SavelApply

Figure 3-32: ALG

3.5.1.2 DMZ

This page allows you to configure DMZ server.

BTN O T
Application ) g
UPNP VeolP IGMP CATV MAC Limited MLD
ALG
NAT -- DMZ Host
DMZ
Virtual Server DSL router sends all WAN packets which are not belong to the list of the virtual server to DMZ.

Input IP address, then dick button to activate the DMZ host.

Clear TP address, then diick button to deactivate the DMZ host.

DMZ Host IP Address:  [192.167.10.23

Save/Apply

Figure 3-33: DMZ

3.5.1.3 Virtual Server

This page allows you to configure virtual server. You should create a wan connection with NAT
function enable before you configure the virtual server. After you click the “Add” button, you
will see the page show as in Figure 3-32.
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Application mmm -IE_

UPNP VolP IGMP CATV MAC Limited MLD
ALG
NAT -- Virtual Servers Setup
bpmz
Virtual Server Virtual Server allows you to direct incoming traffic from WAN side (identified by Protocol and External port) to

the Internal server with private IP address on the LAN side. The Internal port is required onfy if the external port
needs to be converted to a diferent port number used by the server on the LAN side. A maximum 32 entries
can be configured.

A_ddl Remove

Server External Port | External protocol Internal Port | Internal Server IP WAN Remove
Name Start Port End Start Port End Address Interface

Active o o o 5 .

Worlds | 2000 3000 Tcp 3000 3000 192.167.10.25 | epond.1 r
Active - - - - -

Vorde | 5670 5670 TP |5670 5670 192.167.10.25 | epond.1 r
Active R [ R — -

words | 7777 7777 TCP 7777 7777 192.167.10.25 | epond.1 r
Active . . B _ ~

Worlds | 7000 7000 Tcp 7000 7000 192.167.10.25 | epon0.1 r

Figure 3-34: Virtual Server

You can select the “Remove” checkbox and then click the “Remove” button to remove service
items from the service table.

Application mm -IE_

UPNP VolP IGMP MAC Limited
ALG
NAT -- Virtual Servers
DMZ
Virtual Server Seled: the service name, and enter the server IP address and dick "Apply/Save” to forward IP packets for this
service to the spedfied server. NOTE: The "Internal Port End" cannot be modified directly. Normally,
it is set to the same value as "External Port End". However, if you modify "Internal Port Start",
then "Internal Port End" will be set to the same value as "Internal Port Start".
Remaining number of entries that can be configured:32
Use Interface 2_TROGG_TOIF_INTERNET_E_¥ID_100/vweipl.2 =
Service Name:
@+ Sglecta Service: Select One -
¢ Custom Service: |
Server IP Address: |192.168.15.
Apply/Save |
External Port Start|External Port End|  Protocol  [Internal Port Start|Internal Port End
| | TCP M [
| | TCP - |
| | TCP - |
| | TCP M| [
| | TCP - |
| | TCP - |
I I TR -1 I
Figure 3-35: Virtual Server
Parameter Description
Use Interface Select one of the wan connections with nat function enable.
Service Name Select a service you want to add to the virtual server.
Server IP Address Please input internal server ip address.
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3.5.2 UPNP

This page is used to enable UPNP.

appication [oscnn L e | s [N e oo | e

UPNP VolP IGMP MAC Limited
UPNP .
UPNP Setting
[¥ Enable UPNP
SavelApply
Figure 3-36: UPNP Setting
3.5.3 VoIP

3.5.3.1 General Settings

This page allows you to do VolP general settings.

Application mm -IE_

UPNP VolP IGMP MAC Limited

General Settings R R
VoIP Basic Settings

VoIP Advanced
VolP Debug Input the VoIP service SIP parameters and select Start to apply the settings and start the SIP registrations
process. Select Stop to prevent SIP registration from oocurring. Seledt Restart to reinitialise the SIP
registration with the aurrent settings.
Interface Name: veipl. 2 « (Note: You must restart the VoIP service for the settings to take effect.)
i - - . (Note: You must restart the VoIP service for the
Region : US4 - NORTHAMERICA settings to take effect.)
Proxy Server: [e7.12.3.102 Port]5060
External Proxy Server: | Pur':lSDED
Registering Server: [87.12.3.102 Port|5060
Line Phonel Phonez
Enable v v
Phone Number |[88880001 [es880002
Username [eee80001 [eg880002
Password [ssasease [seeeease
ptime Setiings 20 + 20 -
Figure 3-37: VoIP General Setting

Parameter Description

Interface Name Select the WAN connection that includes VolP service.

Region Select the region.

Proxy Server Enter the IP address or Domain Name of the SIP proxy server.
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External Proxy Server Enter external proxy server address. If the main proxy server was down,
the equipment will send the signal to external proxy server.

Registering Server Enter the IP address or Domain Name of the SIP server address.

Port Enter the signal port of the server. The range is 1 to 65535. The default
port is 5060.

Enable Enable: Enable phone 1 or phone 2 VolIP function. Disable: Disable phone
1 or phone 2 VolIP function.

Phone Number Enter the display name as it should appear on caller ID.

Username Enter the registration ID of the user with the registrar.

Password Enter the password used for authentication with the registrar.

ptime Settings Select the packing time you want to set.

This page shows the VolP wan connection. Service mode must contain VOIP.

[ swws | s i e o e
Internet LAN Settings WLAN QoS Time Server Route

Internet o
WAN Settings

LAN VLAN
Multicast LAN Configure the WAN parameters.
VLAN
Uplink Mode : @_J
Connection Name = | ;J
Mode :
Protocol Mode :
&+ DHCP Automatically obtain an IP address from your ISP
™ Static Configure a static IP address supplied by your ISP
" PPPOE Select this option if your ISP uses PPPoE
MTU [12027]
Enable vian : v
Vian ID : I—
802.1p: [T~
VLAN Mode @
Service Mode : IVOIP—_v_|
SavelApply Del
Figure 3-38: VoIP WAN Connection Setting
3.5.3.2 VoIP Advanced

This page shows about VolP advanced settings.
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Application |_S2ws | Nework | eouriy_|
NAT

UPNP VoIP IGMP MAC Limited MLD Other
General Settings R
VolIP advanced settings
VolP Advanced
VolIP Debug 5IP Transport Protocol: TDF vi

T38 Fax Enable: Dizable
Echo Canceller Enable: Enable
Dial Plan: 00x.|0[1-0]x. |[1-9]x.| BxxFe. F| FoxF | ES4Ex0000F | §
DTMF Made: InBand v |
HeartBeat Enable: Disable |
Outgain: 0dE W
Ingain: 0dF  ~
SIP Register Interval: 1000 |s
Reregister failed and retry interval: 2 5
Call Progress Tone
Dial Tone Duration (10~20): 10 s
Short Digit Timer (4~30): 3 3
Busy tone Duration (30~180): 40 5
Howler tone Duration (30~180): 60 5
RingBack Tone Duration (30~120): B0 5
RingMax Duration(30~120): 60 5
Calwait Duration{12~30): 12 5
Codec Priority Settings

Line Linel Line2

Encoder priority 1 |[6. T11MuLay | |[G. T11MuLaw |

Encoder priority 2 | [6. T11aLaw  ~ | |[G. T114Law v |

Encoder priority 3 || G. 7292 L7282 vl

Encoder priority 4 | [G. 723. 1 v‘ [6.723.1 vl

Figure 3-39: VoIP Advanced Setting(1)
Parameter Description

SIP Transport Protocol
Enable T38 Fax
Enable Echo Canceller
Dial Plan

DTMF Mode

Outgain

Ingain

SIP Register Interval
Register Interval

Select the sip transport protocol: UDP or TCP.

Enable T38 mode.

Enable echo canceller or not.

Default is :

00x. | O[1-9]x. | [1-9]x. | ExxFx.F | FXXF | ES4EXXXXXF | EXXEXXSXXXXXSX

F| EXXEXXEXXXXXXXXF | FXXF | EExx | FXXEXXF | EXXF | EEXXEXXXXEX
XXXXXXXF | FEXXEXXXXEXXXXXXXXF | FF | EXXExxxxXF | FExx | EXXEX.F |
EXXEx.Ex.F| E98X. | E5s. | F54ExxxxxF

DTMF type: It is referred to the transfer mode of users pressing the button in the
progress of talk. It can be set as 3 modes that is In-Band, RFC2833, INFO
message. If the mode is set as In-brand transport, the signal of pressing buttons
will be transferred with voice signal. If the mode is set as INFO message, the
signal of pressing buttons will be transferred in the signaling. It’s noticed that
the INFO message mode only supports the nonfast-connection;

Select the outgain value.

Select the ingain value.

Set the sip register internal value, default value is 1000.

Set the register internal value, default value is 2.
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Dial Tone Duration Set the off-hook dialing expire time, default value is 10 (range: 10s~20s).

Short Digit Timer Set the short digit timer value, default value is 5 (range: 4s~30s).

Busy tone Duration Set the busy tone time, default value is 40 (range: 30s~180s).

Howler tone Duration Set the howler tone time, default value is 60 (range: 30s~180s).

Ring back Tone Duration Set the ring back tone time, default value is 60 (range: 30s~120s).

Ring max Duration Set the ringing time, default value is 60 (range: 30s~120s).

Call wait Duration Set the call wait time, default value is 12 (range: 12s~30s).

Codec Priority Settings The parameter set the ITU-T coding standard of the voice. The coding technology

supported by this equipment is G.711 A law, G.711 Mu law, G.723.1 and G.729
and so on. Users can choose one or several coding mode, but one of those
modes must be chosen as the priority.

Call Addition Functions

Line Linel Line2
Call Wait - -
Call Conference - -
Warm Line I B
Warm Line Timeout |IZ| |D

Warm Line Mumber | |

CfwdUncond - -

CfwdUncond Number | |

ChwdBusy I n

ChwdBusy Mumber | |

CfwdMNoAns I I

CfwdNoAns Timeout | |30 [30

CfwdMoAns Number | |

Call Transfer v rd
Unattended(E/F/0~9) |[E77 [e77
Attended(E/F/0~8) |[E78 EE

RTP Transfer Setting

Line Linel Line2
Audio port |[4000 [4010
T.38 port |[5000 [5010

Figure 3-40: VoIP Advanced Settings (2)
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Parameter Description
Call Addition Functions Set call wait, call conference, warm line and several call forward modes.
RTP Transfer Setting Set audio port and T38 port for the two lines.

3.5.4 1GMP

3.5.4.1 IGMP SNOOPING

This page allows you to enable or disable the IGMP Snooping function.

Application mm -IE_

UPNP VolP IGMP MAC Limited MLD

IGMP SNOOPING
IGMP PROXY

IGMP Snooping Setting
This page allows you to enable or disable the IGMP Snooping fundion.

¥ Enable IGMP Snooping

SavelApply

Figure 3-41: IGMP Snooping Setting

3.5.4.2 IGMP PROXY

This page allows you to enable IGMP proxy for a specified wan connection.

Applcation [t L dever ey I M T

VolP IGMP MAC Limited

IGMP SNOOPING
IGMP PROXY

IGMP Proxy Setting
The IGMP proxy function allows users in LAN to use the internet multimedia services.
IGMP Setting

This page allows you to enable IGMP proxy for a specified WAN connecdon.

Internet Connect Enable IGMP Proxy
| 2_TROG9_VOIP_INTERNET_R_VID_ I
SavelApply

Figure 3-42: IGMP PROXY Setting

3.5.5 MAC Limited

This page allows you to configure MAC aging time as well as the MAC address limited.
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at et aragemen
App||cat|on m- ty a9 ag
NAT

UPNP VolP IGMP MAC Limited MLD Other
MAC Limited

MAC Aging time

MAC Aging: |300

MAC Address Limited

Total: IIBIIDD

LANL: IIBIIDD

LAN2: |1311E|E|

LAN3: |131100

LAN4: |131100

SavelApply
Figure 3-43: MAC Limited Setting
3.5.6 MLD

3.5.6.1 MLD SNOOPING

This page allows you to enable or disable the MLD snooping function for IPv6, just like the
IGMP snooping for IPv4.

e Rl == = Managemen
NAT

t
UPNP VolP IGMP MAC Limited MLD Other
MLD SNOOPING

MLD Snooping Settings
MLD PROXY

You are able to enable or disable MLD Snooping fundtion.

W MLD Snooping Enabling

SavelApply

Figure 3-44: MLD SNOOPING Setting
3.5.6.2 MLD PROXY

This page allows you to enable MLD proxy for IPv6, just like enable IGMP proxy for IPv4.
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at Nework | ~Secury | Aoplesin | Mansgemans | Disgnoss | b |
Apphca“on m- 9 9
NAT UPNP LD Other

VolP IGMP MAC Limited M

MLD SNOOPING
MLD PROXY

MLD Server Settings

with enabling proxy function, users are able to use mult-media services of internet servers at local
side.

MLD Settings
You are able to enable MLD proxy with a specified WAN connection.

Internet Connection MLD Server Enabling

SavelApply

Figure 3-45: MLD PROXY Setting

3.5.7 Other
3.5.7.1 Family Storage

This page allows you to build a FTP server.

Application | Sus | Newwork | Securky | Management | Diagnose | _Help |
NAT

UPNP VolP IGMP MAC Limited MLD Other

Family Storage
IPTV

Server Status

FTP Server: On | Refresh

USB Download

File storage directory: [fxdown
Username: Password: | Port: |
Remote URL: |

Figure 3-46: Family Storage

3.5.7.1IPTV

This page allows you to do IPTV settings for route mode WAN connections.
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UPNP VolP IGMP MAC Limited MLD Other

Application |5 | Nework | Secury | Apaieaion | Management | Diagnose | el |
NAT

Family Storage
IPTV

Public multicast VLAN

Please select the public multicast VLAN network connection, input the the public multicast VLAN IDs  click
"Save/Apply" and reboot the device, then you are able to enable/disable the public multicast VLAN function.

A value of -1 indicates to disable the public multicast VLAN function.

Connection Name : \ 2_INTERNET_F_WID_11 w |

Public multicast VLAN: -1

[ save/Apply

Figure 3-47: IPTV Setting

3.6 Management

3.6.1 User Manage

This page allows you to change username or password. There are two User level accounts:
admin and user.

The admin account is able to access and modify all settings of HGU.

The user account can only be used to view configurations, status and configure few
parameters such as enable wireless, modify SSID name, configure filter, firewall and reboot
HGU, etc.

Management |5 | Nework | o . 2

User Manage [Device Manage Log File Maintain
L cchina Access Control - Password
Router is controlled by the following three acoounts: Admin, Support and User.
Admin acoount is able to browse and modify the configuration of your DSL router .
ISP technidans use Support acoount to maintain or test your DSL router.

User acoount is able to view configuration and status, and update software.

Password is not more than 16 charaders. Clidk "Save/Apply" to modify or aeate a password. Note: password
is not allowed to contain space.

Username: -

Old password: I |
Mew Password: I |
Password Confirm: I |

SavelApply

Figure 3-48: User manage
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3.6.2 Device Manage

3.6.2.1 Device Reboot

This page allows you to reboot the device. The process of reboot will take several minutes.

Management [ St2 | Network | Securiy | Application |IMGRSGEMEREY Disgnose | Help |

User Manage Device Manage Log File Maintain
Device Reboot
Update Image Press the button to reboot your router.

USB Backup

Configure
Manage

Load Default

Reboot

Figure 3-49: Device reboot

3.6.2.2 Update Image

This page allows you to update the software of the device. You can click the “browse” button
to select the software you want to update and then click the “Update Software” button to

update the image.

Nework oni| Disgrose | ey |
Management |5 Nework | Securiy | App o

User Manage | Device Manage Log File Maintain

Device Reboot
Tools -- Update Software

Update Image
USB Backup Step 1: Obtain an updated software image file from your 1SP.

Configure
Manage

Load Default

Step 2: Enter the path to the image file location in the box below or dlick the "Browse" button to locate the
image file.

Step 3: Click the "Update Software" button once to upload the new image file.

NOTE: The update process takes about 2 minutes to complete, and your DSL Router will reboot.
Software File I-Jame:l b A |

Figure 3-50: Update image

3.6.2.3 USB Backup

This page allows you to backup configuration file to USB storage.
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Management [t | oot sourm | optcnon N ocooue | _vev

Ilanage' Device Manage | LogFlle i Mainta

Device Reboot
Rapid Recover: ¢ Enable @ Disable
Update Image
USB Backup Select the USB partition :
Configure
Manage

Load Default

Figure 3-51: USB backup

3.6.2.4 Configure Manage

This page allows you to backup and restore the configurations of router.

Management |_ S35 | Nework | Securt | hoplcaton | Wanagement | Disgnose | el |

User Manage | Device Manage | Log File Maintain

Device Reboot 5
Configuration -- Backup

Update Image
USB Backup Backup the configurations of router and save as fie in PC.

Configure
Manage

Load Default Backup

Configure -- restore

Restore the configurations of router from a file in PC.
Note: Restore wil take about 30s, the router wil reboot automatic after restore.

Configure file: | 3 e

Figure 3-52: Configure manage

3.6.1.1 Load Default

This page allows you to restore the device to default settings. You can click “Load Default”
button to restore the factory settings of the device. After restored, it will restart
automatically.

T— I rt] osgrese | e |

Userllanage Device Manage | Log File Ilﬁ

Device Reboot :
Restore to default settings

Update Image
USB Backup Restore the router to default settings.

Configure
Manage (
Load Default
Load Default w

Figure 3-53: Load default
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3.6.3 Log File

3.6.3.1 Log

This page allows you to set up log level and display level, etc.

Management |__S2s | Nework | ~Securiy | Apicaton | m

User Manage Device Manage Log File Maintain

Log .
System -- Configuration

Leg Info
If log mode is enabled, the system will start logging all selecied events. Events whose log levels are greater
than than your selection will be induded. Display level works in the same manner as log level. If "Remote"” or
"Both" is selected, events will be sent to the spedficIP and UDP port where a remote syslog server is to record
logging info. If "Local" or "Both" is seledted, events will be saved loclly on the CPE.
Click "Save/Apply" to configure the system log options.
Log: {* Disable " Enable
Log Level: Debugging -~

Display Level: Error -

Mode: Local -

Figure 3-54: Log settings

Parameter Description
Log Level Log record level, include Emergency, Alert, Critical, Error, Warning, Notice,
Informational, Debugging.
Display Level Log display level, include Emergency, Alert, Critical, Error, Warning, Notice,
Informational, Debugging.
Mode Local: Log will be saved locally.
Remote: Log will be sent to remote specific host.
Both: Log will be saved locally and be sent to remote specific host meanwhile.

3.6.3.1 Log Info

This page allows you to view and clear the log information.

Management |__ 52t | Nework | Secury | Applcaton | 2

User Manage Device Manage Log File Maintain

Lo
= The system records

Log Info
You can view the system log.

In addition, you are able to ceate a log file or dean up the system records by enabling this function.

View Log Clear Log

Figure 3-55: Log Info
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3.6.4 Maintain

This page shows about the maintenance. Click "End of maintenance" button, the new data
will be reported to server automatically.

Management _ PP s ag

User Manage Device Manage  Log File Maintain
Maintain N
Report end of maintenance

Click "End of maintenance” button, the new data will be reported to server automatically.

End of maintenance

Figure 3-56: Maintain

3.7 Diagnose

3.7.1 Line Diagnose

This page shows about the line diagnose. You can click the “Re-diagnose” button to refresh
the status.

Diagnose |5t | Nework | securiy | hop |

Line Diagnose = i
Line Diagnose
PING Diagnose

Tracert Diagnose The contents can be diagnose is listed in the below table.If the status is "fail",you can click on the "Re-diagnose”
button,to confirm whether the status is always "fai".
Inform reported

Diagnose the network connect status
eth status: |FAIL

ethl status: |FAIL

oth2 status: | PASS

eth3 status: |FAIL

VWLAN status: | PASSFAILFAILFAIL |

[ Re-diagnose |

Figure 3-57: Line diagnose

3.7.2 PING Diagnose

This page shows about the ping test. You can diagnose connection status between HGU and
other devices.
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- Nework | Securty | Applcation | hansgement
Diagnose |5t | Nework | m

Diagnose
Line Diagnose
PING Diagnose

Ping Diagnosis

Tracert Diagnose This page is for ping diagnosis
Ininte o= Interface |LAN/er -
tinati
Destination IP address or |192.167.ID‘17
host name:
Use IP type: IIPV4 w
Start

Ping Test Result

Send: 4

Receive: 4

Minimum: | ims

Average: ims

Maximums ims

Figure 3-58: PING diagnose

Parameters Description
Interface Select the interface you want to test.
Destination IP or host name Input the destination IP you want to ping.
Use IP type IPv4: Use IPv4 protocol. IPv6: Use IPv6 protocol.

3.7.3 Tracert Diagnose

This page shows about tracert diagnose.

Diagnose |__Saus | Nework | Securiy | Appication

Diagnose
Line Diagnhose

PING Diagnose
Tracert Diagnose This page is for trace route diagnosis

Trace Route Diagnosis

Inform reported Interface | Lan/bx0 v

Destination 1P address or
host name:

|192.168.100.90
Start
Tracert Test Result

traceroute to 192.168.100.90 (192.168.100.90), 15 hops max, 38 byte packets
1 192.168.100.90 (192.168.100.90) 1.052 ms 0.510 ms 0.675 ms

Figure 3-59: Tracert diagnose

||_!IJ| Do not do trace route test again when the trace route in running status.
Note
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3.7.4 Inform Reported

This page shows about manual send inform test.

Diagnose

Line Diagnose
PING Diagnose
Tracert Diagnose

Inform reported

3.8 Help

Diagnose

Manual send inform test, needs about 10 seconds.
Test

Manual Send Inform Test result:

Inform data is fal to be verified

[ Refresh |

Figure 3-60: Inform reported

The Help information of HGU displays instruction and prompt of each web Ul.

Network
DHCP

WLAN

TRO89

QoS

Time Manage

Route

_ :

Netwaork Security Application Management
Uplink Mode: VDSL uplnk

Mode: Set WAN connection to bridging or routing mode.

Service Mode: Select the special use type of WAN connection: TRO69, internet and so on.

Figure 3-61: Help information
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Chapter 4. Examples

4.1 Internet service

There are two configuration methods for Internet service. One works on bridge mode and
another works on route mode.

4.1.1 Requirements

HGU works on bridge mode, service VLAN is 9. User surf the Internet via LAN port 1.

HGU works on route mode, service VLAN is 10. HGU gets IP address via DHCP.

4.1.2 Steps

Before configuring, make sure HGU has registered and been authorized successfully. Connect
PC to one LAN port of HGU directly with twisted cable.

4.1.2.1 Bridge Mode for Internet Service

Add a WAN connection

Choose “Network > Internet > Internet” in navigation menu. Add a bridge mode WAN
connection as the following parameters.

* Mode is bridge.

* Enable VLAN and VLAN mode is transparent.
* Service mode is OTHER.

* Bind port1.

* Other parameters keep default.
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Internet LAN Settings LAN I QoS | Time Server
Internet :
WAN Settings
LAN VLAN
Multicast LAN Configure the WAN parameters.
VLAN
Uplink Mode: GPON ~
Connection Marme:  Add WAN Cormection -
Mode: Bridge -
MTU: I}SDD
Enable Vlan: I
VLAN Mode: Transparent -
Service Mode: Other -
Port Binding:
¥ port_1 ™ Port_2
I” port_3 I Port_4
™ wian(s51D1) T Wian(551D2)
I~ wian(sSID3) ™ Wian{551D4)

Figure 4-1: Add a bridge WAN connection

Configure LAN port
Choose “Network > Internet > LAN VLAN” in navigation menu. Enable VLAN mode of
LAN1, received VLAN is 0 and translation VLAN is 9.

Internet LAN Settings LAN QoS Time Server
Internet . R
Local Area Network (LAN) VLAN Basic Settings
LAN VLAN
Multicast LAN
VLAN Advanced Mode Settings |

When setting LAN VLAN, you should add an Others transparent bridge on Internet page.

Notice: The Advanced Mode is independent with Basic Mode.
When Advanced Mode is set to enable VLAN, the rules of Advanced Mode should be taken effect.
When Advanced Mode is set to disable VLAN, the rules of Basic Mode should be taken effect.

Select a LAN port:  eth0/ethd -
V' Enable VLAN Mode

Received VLAN ID Translation VLAN ID
[0 E

Figure 4-2: LAN VLAN settings
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Surf the Internet

Connect PC to LAN 1 port. After get IP address from DHCP server in the network, the PC can
surf the Internet.

4.1.2.2 Route mode for Internet service

Add a WAN connection
Choose “Network > Internet > Internet” in navigation menu. Add a route mode WAN
connection as the following parameters.

* Protocol mode is IPv4.

®* Choose DHCP.

*  NAT function is checked.

* Enable VLAN and VLAN ID is 10.
* Service mode is INTERNET.

* Bind port1.

*  Other parameters keep default.

RO69 105

Internet LAN Settings WLAN Tl Qo Time Server Route
Internet Uplink Mode : | GEON vi
LAN VLAN Connection Name : i'hﬁﬁ"ﬂr&"@ﬁﬁ'
Multicast LAN
VLAN Mode :
Protocol Mode : IFvd v_|
 DHCP Automatically obtain an IP address from your ISP
" Static Configure a static IP address supplied by your ISP
" PPPoE Select this option if your ISP uses PPPoE
MTU: [t422]
MAT: v
Enable Vian : v
Vian 1D : |
802.1p: 0¥
VLAN Mode :
Service Mode: | INTERWET v
Port Binding :
V¥ Part_1 ™ Port_2
I~ Port_3 ™ Port_4

™ Wian(ssip1) I Wihn(551D2)
™ Wian(ss1D3) I Wihan(551D4)

Mote: The bound port can not be shared by different WAN connections, and
the last binding operation wil cover the previous one!

Figure 4-3: Add a route WAN connection
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Configure LAN port
You should disable VLAN mode of port 1.

R0GS

Internet LAN Settings WLAN T QoS Time Server Route

Internet 5 :
Local Area Network (LAN) VLAN Basic Settings
LAN VLAN
Multicast LAN
VLAN Advanced Mode Settings |

When setting LAN VLAN, you should add an Others transparent bridge on Internet page.

Notice: The Advanced Mode is independent with Basic Mode.
When Advanced Mode is set to enable VLAN, the rules of Advanced Mode should be taken effect.

When Advanced Mode is set to disable VLAN, the rules of Basic Mode should be taken effect.

Selecta LAN port:[stht/etht 9]

™ Enable VLAN Mode

Figure 4-4: LAN VLAN settings

Surf the Internet
Connect PC to LAN port 1. The PC gets IP address from HGU and HGU gets IP address from

DHCP server in the network, and then you can surf the Internet.

||_!.J| Usually, VLAN mode of bridge WAN connection is transparent.

Note

4.2 IPTV service

There are two methods for IPTV service, IGMP snooping and IGMP proxy. You must enable

IGMP proxy when HGU works on route mode.

4.2.1 Requirements
HGU works on bridge mode for IPTV service, VLAN is 20.

HGU works on route mode for IPTV service, VLAN is 30.

4.2.2 Steps

Before configuring, make sure HGU has registered and been authorized successfully.

Connect PC to one LAN port of HGU directly with twisted cable.

4.2.2.1 Bridge Mode for IGMP

Add a WAN connection
Choose “Network > Internet > Internet” in navigation menu. Add a bridge mode WAN

connection as the following parameters.

* Enable VLAN and VLAN mode is transparent.
* Service mode is OTHER.
* Bind port 2.
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* Other parameters keep default.

Internet LAN Settings WLAN TRO69 QoS Time Server
Internet ;
WAN Settings
LAN VLAN
Multicast LAN Configure the WAN parameters.
VLAN
Uplink Mode : GPON »

Connection Mame : |Add WAN Connection v

Mode : @I

MTU = 1500

Enable Vin : v

VLAN Mode : [Transparent |

Service Mode : |0Ther—v_|

Port Binding :

™ Port_1 W Port_2

I Port_3 ™ Port_4

I” wian(55ID1) I” wWihn(551D2)
™ wian(55ID3) ™ wihn(551D4)

Mote: The IJchd |.10|* can nat IJ-= 5||=I-='L‘| by different WAN connections, and

revious onel

Figure 4-5: Add a bridge WAN connection

Configure LAN port

Choose “Network > Internet > LAN VLAN” in navigation menu. Enable VLAN mode of port 2.
Received VLAN ID is 0 and translation VLAN ID is 0.
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Internet LAN Settings WLA" QoS Time Server Route

Internet R .
Local Area Network (LAN) VLAN Basic Settings
LAN VLAN
Multicast LAN : .
VLAN | Advanced Mode Settings ]

When setting LAN VLAN, you should add an Others transparent bridge on Internet page.

Notice: The Advanced Mode s independent with Basic Mode.
When Advanced Mode is set to enable VLAN, the rules of Advanced Mode should be taken effect.
wWhen Advanced Mode is set to disable VLAN, the rules of Basic Mode should be taken effect.

Sect s L ports [T/ 9]

¥ Enable VLAN Mode

Received VLAN ID Transfation VLAN ID
Io

|

| |
[ |
[ 1|
[ |
I 1
| I
| |
| |

Notice: When Received/Translation VLAN ID is 0, it means that received/translation packet without VLAN.
When Received VLAN ID is same as Translation VLAN ID, it means there is a VLAN trunk rule.
When Received VLAN ID is different with Translation VLAN 1D, it means there i a VLAN translate rule.

Figure 4-6: Enable LAN VLAN

Choose “Network > Internet > Multicast LAN VLAN” in navigation menu. Enable VLAN mode of
LAN 2. Received VLAN is 0 and translation VLAN is 20.

Internet LAN Settings TR069 QoS Time Server Route
Internet = % E
Local Area Network (LAN) Multicast VLAN Basic Settings
LAN VLAN
Multicast LAN

VLAN Select a LAN port:

¥ Enable VLAN Mode

Recaived VLAN ID Translation VLAN ID
[o 20

L L

L |

[ |

™ Enable VLAN Cross

Notice: When Received/Translation VLAN ID is 0, it's mean that received/translation padket without VLAN.
When Received VLAN ID is same as Translation VLAN ID, it's mean there is a VLAN trunk rule.
When Received VLAN ID is difference with Translation VLAN ID, it's mean there is a VLAN translate
rule.

Apply/Save

Figure 4-7: Configure multicast VLAN
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Enable IGMP snooping
Choose “Application > IGMP > IGMP SNOOPING” in navigation menu. Check down IGMP
snooping. IGMP snooping is checked by default. It will not be mentioned in the rear examples.

Application |__Sttus [ Nework | securiy | ¢ Management | Diagnose |  Help |
B D Other

UPNP VolP e MAC Limited ML

IGMP SNOOPING
IGMP PROXY

IGMP Snooping Setting
This page allows you to enable or disable the IGMP Snooping function.

W Enable IGMP Snooping

SavelApply

Figure 4-8: Enable IGMP snooping

Join multicast group
User sends an IGMP report message through LAN port 2. Report message doesn’t take any
VLAN tag.

4.2.2.2 Route Mode for IGMP

Add a WAN connection
Choose “Network > Internet > Internet” in navigation menu. Add a route mode WAN
connection as the following parameters.

* Mode is Route.

*  Protocol mode is IPv4.

* Choose DHCP. (Provided by ISP)
*  NAT function is checked.

* Enable VLAN and VLAN ID is 30.
* Service mode is INTERNET.

* Bind port 3.

*  Other parameters keep default.
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Internet LAN Settings LAN I QoS ~ Time Server Route
Internet Mode : |Route £
LAN VLAN Protocol Mode:  [TPwd v
Multicast LAN )
VLAN * DHCP Automatically obtain an IP address from your ISP
" Static Configure a static IP address supplied by your ISP
" PPPoE Select this option if your ISP uses PPPoE

MTU : 1492

MAT: v

Enable Vian : v

Vian ID: 20

802.1p: |E

VLAN Mode :

Service Mode © | INTERNET v/
Port Binding :

™ Port_1 ™ port_2

W port_3 I Port_4

I wihn(ssSID1) ™ wian(55ID2)
™ Wian(5s1D3) I Wian(551D4)

Mote: The bound port can not be shared by different WAN connections, and
the last binding operation wil cover the previous one!

SavelApply Del

Figure 4-9: Add a route WAN connection

Enable IGMP proxy

Choose “Application > IGMP > IGMP PROXY” in navigation menu. Choose the relevant WAN
connection and enable IGMP proxy.

Application |t tower s Depenin | vrsymen | v | v ]

UPNP VolP IGMP MAC Limited
IGMP SNOOPING

IGMP Proxy Setting
IGMP PROXY

The IGMP proxy functon allows users in LAN to use the internet multimedia services.

IGMP Setting

This page allows you to enable IGMP proxy for a specified WAN connecton.

Internet Connect Enable IGMP Proxy
3_INTERNET_R_VID_30 | I
Savelbpply

Figure 4-10: Enable IGMP proxy

Configure LAN port

It is not necessary to configure any VLAN for LAN ports when HGU works on route mode for
IGMP. So you should disable VLAN mode of LAN 3.
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Internet LAN Settings WLAH QoS Time Server Route
Internet ) ;
Local Area Network (LAN) VLAN Basic Settings
LAN VLAN
Multicast LAN :
VLAN Advanced Mode Settings I

When setting LAN VLAN, you should add an Others transparent bridge on Internet page.

Notice: The Advanced Mode is independent with Basic Mode.
When Advanced Mode is set to enable VLAN, the rules of Advanced Mode should be taken effect.
When Advanced Mode is set to disable VLAN, the rules of Basic Mode should be taken effect.

Sect s i ot [s02/et2 9]

™ Enable VLAN Mode

Figure 4-11: LAN VLAN setting

Internet LAN Settings WLAN QoS5 Time Server Route
Internet - . .
Local Area Network (LAN) Multicast VLAN Basic Settings
LAN VLAN
Multicast LAN

VAN sckcta Lt por [ W)

™ Enable VLAN Mode

Figure 4-12: multicast LAN VLAN setting

Join multicast group
User sends an IGMP report message through LAN port 3 after got an IP address from HGU.

4.3 VolIP service

HGU supports SIP protocol for VolP service. This example introduces how to configure VolP

service on webpage.

4.3.1 Requirement

HGU works on route mode. Its IP address is 192.168.3.199, VLAN ID is 100. SIP server is
192.168.3.19, proxy server is 192.168.3.19.

Phone numbers are 88880001, 88880002, usernames and their passwords are the same as

phone numbers.

4.3.2 Steps

Before configuring, make sure HGU has registered and been authorized successfully.
Connect PC to one LAN port of HGU directly with twisted cable.

Add a WAN connection
Choose “Network > Internet > Internet” in navigation menu. Add a route mode WAN

connection as the following parameters.

*  Protocol mode is IPv4.
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*  Static IP address.

* Enable VLAN and VLAN ID is 100.
* |Paddressis 192.168.3.199.

® Subnet mask is 255.255.255.0.

* Default gateway is 192.168.3.1.
* DNSis192.168.1.1.

* Service mode is VOIP.

* Other parameters keep default.

ROG9 5

Internet LAN Settings WLAN Tl Qo Time Server Route
Internet Uplink Mode: GRON i
LAN VLAN
Multicast LAN Connecton Mame:  Add WAN Cornection =
VLAN Mode: Route ml

Protocol Mode: IPvd -
" DHCP Automatically obtain an IP address from your ISP
{ Static Configure a static IP address supplied by your ISP
" PPPOE Select this option if your ISP uses PPPoE
MTU: [ta22 ]
Enable Vlan: v
Vian ID: 100 i
802.1p: 0 -
VLAN Mode: Tag
1P Address: lm
Subnet Mask: m
Default gateway: W
Primary DNS: W

Secondary DNS:

Service Mode: VOIF -
Figure 4-13: Add a route WAN connection

Configure VolP general parameters
Choose “Application > VolP > General settings” in navigation menu. Set up VolP general

parameters as following shows.

* Interface Name is the WAN connection for VolP you have added.
* Choose which region VolIP service is used for. Different regions have different Dial tones, ringing

tones etc.
*  Proxy server and registering server both are 192.168.3.19. Protocol ports both are 5060.
* Enable phone 1 and phone 2. Fill phone numbers, usernames and passwords.

* Select suitable packing time, default value is 20 ms.
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I M T

Applicat

General Settings
VolP Advanced
VolP Debug

UPNP VolP

VoIP Basic Settings

IGMP MAC Limited

Input the VoIP service SIP parameters and select Start to apply the settings and start the SIP registrations
process. Seledt Stop to prevent SIP registration from ocourring. Seledt Restart to reinitialise the SIP

registration with the aurrent settings.
Interface Name:

Region :

U34 - NORTHAMERICA

wveipl. 2 - (Note: You must restart the VolP service for the settings to take effect.)

(Hote You must restart the VolIP service for the
settlngs to take effect.)

Proxy Server: [192.168.3.19 Port|5060
External Proxy Server: | PUﬂ:lSDED
Registering Server: [1o2.168.3.19 Port[5060
Line Phonel Phone2
Enable v 3
Phone Number | 83880001 |ssss0002
Username |s8880001 |ssss0002
Password |nuun |unnn

plime Setings 20 - 20 -

Figure 4-14: VoIP general settings

Look up register status
Choose “Status > VolP Info > VolIP Info” in navigation menu. You can use VolIP service when
register status is successful.

Device Info Network Info User Info TROG9 Status
VolIP Info
VoIP Info
Hame Linel Line2
Reqistering status Reqgistering Registering
User status Idel Idel
Phone No. 88880001 88880002

Figure 4-15: VoIP registering status

4.4 Internet and IPTV Service Mixed

This example introduces how to achieve Internet service and IPTV service at the same time.

4.4.1 Requirements

HGU uses route mode for Internet service and bridge mode for IPTV service.

LAN 1 is used for Internet service, VLAN is 10; LAN 2 is used for IPTV service, including

VOD (unicast) and multicast. VOD VLAN is 1000 and multicast VLAN is 1100.

HGU uses route mode for Internet service and IPTV service.
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LAN 1 is used for Internet service, VLAN is 11; LAN 2 is used for IPTV service, including VOD
(unicast) and multicast. VOD VLAN is 11 too and multicast VLAN is 22.

4.4.2 Steps
Before configuring, make sure HGU has registered and been authorized successfully.

Connect PC to one LAN port of HGU directly with twisted cable.

4.4.2.1 Route and bridge mode for mixed service

Add WAN connections
Choose “Network > Internet > internet” in navigation menu. Add a route mode WAN
connection as the following parameters.

* Protocol mode is IPv4.

* Choose DHCP. (Provided by ISP)
* Enable VLAN and VLAN ID is 10.
* Service mode is INTERNET.

* Bind port 1.

*  Other parameters keep default.

TRO69

Internet LAN Settings WLAN QoS Time Server Route
Internet Uplink Mode : [cpom v
LAN VLAN Connection Name : |Add WAN Connection w
Multicast LAN
VLAN Mode : [Route ]

Protocol Mode & | I-i:"-v_ivi

% DHCP Automatically obtain an IP address from your ISP
" Static Configure a static [P address supplied by your ISP
" PPPOE Select this option if your ISP uses PPPoE

MTU: [t492 ]

NAT: v

FullConeMAT : r

Enable Vian: v

Vian ID : Im—

802.1p: B

VLAN Mode :

Service Mode : |INTERNET ~

Port Binding :

M port_1 ™ port_2

™ Port_3 ™ Port_4

I~ Wian(55ID1) I~ Whan(551D2)

Figure 4-16: Add a route mode WAN
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Add a bridge mode WAN connection, enable VLAN and its mode is transparent, service mode
is OTHER and bind port 2.

Internet LAN Settings WLAN QoS Time Server
Internet i
WAN Settings
LAN VLAN
Multicast LAN Configure the WAN parameters.
VLAN

Uplink Mode : |GPON v

Connection Name : iAdd WiN Connection R4

Mode :

MTU : [t500°]

Enable Vian: v

VLAN Mode : [Transparent |

Service Mode : @

Port Binding :

I Port 1 W Port_2

I Port_3 [ Port_4

™ wihn(551D1) ™ whn(S5ID2)
™ wihn(551D3) ™ wWhn(S5ID4)

Mote: The bound port can not be shared by different WAN connections, and
the last binding operation will cover the previous onel

3 nort i

Figure 4-17: Add a bridge mode WAN

Configure LAN VLAN
Choose “Network > Internet > LAN VLAN” in navigation menu. Disable VLAN mode of LAN 1.

Internet LAN Settings WLAN Qo Time Server
Internet = i
Local Area Network (LAN) VLAN Basic Settings
LAN VLAN
Multicast LAN :
VLAN Advanced Mode Settings |

When setting LAN VLAN, you should add an Others transparent bridge on Internet page.

Notice: The Advanced Mode is independent with Basic Mode.
When Advanced Mode is set to enable VLAN, the rules of Advanced Mode should be taken effect.
When Advanced Mode is set to disable VLAN, the rules of Basic Mode should be taken effect.

T vz —

[ Enable VLAN Mode

Figure 4-18: Set VLAN for LAN1

Set VLAN as 1000 for VOD service in LAN 2. Received VLAN is 0 and translation VLAN is 1000.
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Internet LANSettings WLAN I QoS | TimeSewﬂ Route
Internet . .
Local Area Network (LAN) VLAN Basic Settings
LAN VLAN
Multicast LAN .
VLAN Advanced Mode Settings |

When setting LAN VLAN, you should add an Others transparent bridge on Internet page.

Notice: The Advanced Mode is independent with Basic Mode.
AMhen Advanced Mode is set to enable VLAN, the rules of Advanced Mode should be taken effect.
When Advanced Mode is set to disable VLAN, the rules of Basic Mode should be taken effect.

Seecta L port: [shi/etht 9

V¥ Enable VLAN Mode

Received VLAN ID Translation VLAN ID
lo |1000

I
|
|
1
|
|
|

Notice: When Received,/Translation VLAN ID is 0, it means that received/translation packet without VLAN.
When Received VLAN ID is same as Translation VLAN ID, it means there is a VLAN trunk rule.
AMhen Received VLAN ID is different with Translation VLAN ID, it means there is a VLAN translate rule.

Figure 4-19: Set VLAN for LAN2

Configure LAN multicast VLAN.
Choose “Network > Internet > Multicast LAN VLAN” in navigation menu. Set multicast VLAN as
1100 for LAN2. Received VLAN is 0 and translation VLAN is 1100.

Internet LAN Settings | WLAN QoS Time Server | Route

Internet
LAN VLAN
Multicast LAN

VLAN Select a LAN port: | ethi/ethl v

¥ Enable VLAN Mode

Local Area Network (LAN) Multicast VLAN Basic Settings

Received VLAN ID Translation VLAN ID
[0 |00

|
|
1
i |
1
|
|

™ Enable VLAN Cross

Notice: When Received/Translation VLAN ID is 0, it's mean that received/translation packet without VLAN.
ANhen Received VLAN ID is same as Translation VLAN ID, it's mean there s a VLAN trunk rule.
When Received VLAN ID is difference with Translation VLAN ID, it's mean there is a VLAN translate rule.

Figure 4-20: Set multicast VLAN for LAN2
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Surf the Internet
Connect PC to LAN port 1. The PC gets an IP address from HGU and HGU gets an IP address
from DHCP server in the network, and then you can surf the Internet.

Watch IPTV
After STB gets an IP address from ISP via DHCP, you can watch IPTV.

4.4.2.2 Route mode for mixed service

1. Add WAN connection

Choose “Network > Internet > internet” in navigation menu. Add a route mode WAN
connection as the following parameters.

*  Protocol mode is IPv4.

* Choose DHCP. (Provided by ISP)
* Enable VLAN and VLAN ID is 11.
* Service mode is INTERNET.

* Bind port 1 and port 2.

*  Other parameters keep default.

Internet LAN Settings LAN QoS Time Server Route
Internet Uplink Mode : [cpom |
LAN VLAN : -
Connection Name : |Add WAN Cornection VI
Multicast LAN
VLAN Mode : rRoute vi

Protocol Mode:  [IPwd |
& DHCP Automatically obtain an 1P address from your ISP
" Static Configure a static IP address supplied by your ISP
" PPPOE Select this option if your ISP uses PPPoE
MTU = |1492
NAT: v
Enable Vian: v
Van ID : |11
802.1p: 1+
VLAN Mode :
Service Mode : | INTERNET v|
Port Binding :
W port_1 W Port_2
™ Port_3 [~ Port_4

I~ win(ssiD1) [~ Whn(S51D2)
™ Win(ssID3) [~ Wian(551D4)

Mote: The bound port can not be shared by different WAN connections, and
the fast binding operation will cover the previous onel

Figure 4-21: Add a route mode WAN connection
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2. Enable IGMP proxy

Choose “Application > IGMP > IGMP PROXY” in navigation menu. Choose the relevant WAN

connection and enable IGMP proxy.

Application mm -Eﬂ

UPNP VolP IGMP MAC mend MLD

IGMP SNOOPING
IGMP PROXY

IGMP Proxy Setting
The IGMP proxy functon allows users in LAN to use the internet multimedia services.
IGMP Setting

This page allows you to enable IGMP proxy for a specified WAN connection.

Internet Connect Enable IGMP Proxy
2_INTERMET_R_VID_11 [
SavelApply

Figure 4-22: Enable IGMP proxy
3. Configure public multicast VLAN

Choose “Application > Other > IPTV” in navigation menu. Choose the relevant WAN

connection and set public multicast VLAN as 22.

Applcaton | —sate | Vet _| oo [ dppeson | eraemen | Diamae | e

UPNP VolP - IGMP MAC Limited MLD Other

Family Storage
IPTV

Public multicast VLAN

Please select the public multicast VLAN network connection, input the the publc multicast VLAN IDs  click
"Save/Apply" and reboot the device, then you are able to enable/disable the public multicast VLAN function.

A value of -1 indicates to disable the public multicast VLAN function.

Connection Mame : 2_INTERMET_E_VID 11 v|
Public multicast VLAN: |22 |

Figure 4-23: Configure public multicast VLAN

4. Configure LAN VLAN

Choose “Network > Internet > LAN VLAN” in navigation menu. Disable VLAN mode of LAN 1.
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Internet [ LAN Settings WLAN QoS Time Server Route
Internet R R
Local Area Network (LAN) VLAN Basic Settings
LAN VLAN
Muiticast LAN - ;
VLAN Advanced Mode Settings |

When setting LAN VLAN, you should add an Others transparent bridge on Internet page.

Notice: The Advanced Mode is independent with Basic Mode.
When Advanced Mode is set to enable VLAN, the rules of Advanced Mode should be taken effect.
When Advanced Mode is set to disable VLAN, the rules of Basic Mode should be taken effect.

Sekcta LAN port:

™ Enable VLAN Mode
Figure 4-24: Configure VLAN of LAN 1

Disable VLAN mode of LAN 2.

Internet LAN Settings. WLAN QoS | Time Server Route
Internet R R
Local Area Network (LAN) VLAN Basic Settings
LAN VLAN
Multicast LAN . .
VLAN Advanced Mode Settings I

When setting LAN VLAN, you should add an Others transparent bridge on Internet page.

Notice: The Advanced Mode is independent with Basic Mode.
When Advanced Mode is set to enable VLAN, the rules of Advanced Mode should be taken effect.
When Advanced Mode is set to disable VLAN, the rules of Basic Mode should be taken effect.

Seecta LAl por:

™ Enable VLAN Mode

Figure 4-25: Configure VLAN of LAN 2

5. Configure LAN multicast VLAN

Choose “Network > Internet > Multicast LAN VLAN” in navigation menu. Disable multicast
VLAN of LAN 2.

Internat LAN Settings WLAN QoS ~ Time Server Route
Internet - - .
Local Area Network (LAN) Multicast VLAN Basic Settings
LAN VLAN
Multicast LAN

VAN Sekcta L pors [F/e 9]

™ Enable VLAN Mode
Figure 4-26: Configure multicast VLAN of LAN 2

6) Surf the Internet

Connect PC to LAN port 1. The PC gets an IP address from HGU and HGU gets an IP address

from DHCP server in the network, and then you can surf the Internet.

7) Watch IPTV
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After STB gets an IP address from ISP via DHCP, you can watch IPTV.

4.5 Internet, IPTV and VOIP Service Mixed

4.5.1 Requirement

LAN 1 is used for Internet service, VLAN is 10;

LAN 2 is used for IPTV service, including VOD (unicast) and multicast, VLAN both are 1100;
VOIP VLAN is 100, VOIP IP address is 192.168.3.199, and SIP server is 192.168.3.19.

The proxy server is 192.168.3.19 too;

Username and password of SIP account 1: 88880001, 88880001; Account 2: 88880002,

88880002.

4.5.2 Steps

Before configuring, make sure HGU has registered and been authorized successfully.
Connect PC to one LAN port of HGU directly with twisted cable.
1. Add WAN connection

Choose “Network > Internet > Internet” in navigation menu. Add a route mode WAN
connection for Internet service as the following parameters.

* Protocol mode is IPv4.

®* Choose PPPoE.

*  NAT function is checked.

* Enable VLAN and VLAN ID is 10.
* Service mode is INTERNET.

* Bind port 1.

* Other parameters keep default.
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Internet LAN Settings WLAN QoS Time Server
Internet Uplink Mode : GPON |
LAN VLAN :
= Connection Mame : \Add WAN Connection v |
Multicast LAN .

VLAN Mode : Route vl
Protocal Mode : IPvd v

" DHCP Automaticaly obtain an IP address from your ISP
" Static Configure a static IP address supplied by your ISP
¥ PPPOE Select this option if your ISP uses PPPoE

MTU 2 [1492 ]

MAT : I~

Enable Vian : i~

Vian ID : 10 |
802.1p: |1__1|

VLAN Mode :

Username : |IJIJiJ

Password : |...

Service Name : |p

Service Mode : ‘ INTERNET "i
Port Binding :

W Port_1 I~ Port_2

™ Port_3 I~ Port_4

™ Wian(55ID1) ™ wian(551D2)

™ Wihan(55ID3) ™ wian(551D4)

Mote: The bound port can not be shared by different WAN connections, and
the last binding operation wil cover the previous one!

Figure 4-27: Add a WAN connection for Internet service

Add a bridge mode WAN connection for IPTV service. Enable VLAN and its mode is
transparent. Service mode is other. Bind LAN 2.
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Internet LAN Settings QoS Time Server Route
Internet i
WAN Settings
LAN VLAN
Multicast LAN Configure the WAN parameters.
VLAN

Uplink Mode : GPON

Connection Mame © | Add WAN Connection |

Mode : Bridge v!

MTU: [t500 ]

Enable Vian: v

VLAN Mode : [Transparent «|
Service Mode : i_OtF_vI
Port Binding :

™ port_1 W port_2

I Port_3 ™ Port_4

™ wian(55ID1) I Wian(S51D2)
I~ Wian(551D3) I~ wian(551D4)

Mote: The bound port can not be shared by different WAN connections, and
the last binding operation wil cover the prev

Figure 4-28: Add a WAN connection for IPTV service

Add a route mode WAN connection for VOIP service. Choose IPv4 and static; fill up the IP
address, mask, gateway, DNS etc. Enable VLAN, VLAN ID is 100. Service mode is VOIP.
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T T e e e el

Internet LAN Settings WLAN QoS Time Server
Internet Uplink Mode : GPON
LAN VLAN
: Connection Name: [Add WAN Cormection v
Multicast LAN

VLAN Mode : Route v
Pratocol Mode :

" DHCP Automaticaly obtain an IP address from your ISP
% Static Configure a static IP address supplied by your ISP
" PPPoE Select this option if your ISP uses PPPoE

MTU : [tasz ]

Enable Vian : I~

Vian ID: 100 |

802.1p: [T~

WVLAM Mode :

1P Address: Im
Subnet Mask : Im
Default gateway : W
Primary DNS : W
Secondary DNS I—

Service Mode : [vorP v

SavelApply Del

Figure 4-29: Add a WAN connection for VOIP service

2. Configure LAN VLAN

Choose “Network > Internet > LAN VLAN” in navigation menu. Disable VLAN mode of LAN 1.

Internet LAN Settings WLAN QoS Time Server Route
Internet ; :
Local Area Network (LAN) VLAN Basic Settings
LAN VLAN
Multicast LAN '
VLAN Advanced Mode Settings |

When setting LAN VLAN, you should add an Others transparent bridge on Internet page.

Notice: The Advanced Mode i independent with Basic Mode.
When Advanced Mode is set to enable VLAN, the rules of Advanced Mode should be taken effect.
When Advanced Mode is set to disable VLAN, the rules of Basic Mode should be taken effect.

Sekcta L por: (/o0 9

™ Enable VLAN Mode

Figure 4-30: Configure VLAN of LAN 1

Configure VLAN of LAN 2; VLAN ID is 1100, for VOD service.
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Internet LAN Settings WLAN QoS Time Server Route
Internet . .
Local Area Network (LAN) VLAN Basic Settings
LAN VLAN
Multicast LAN i
VLAN Advanced Mode Settings |

When setting LAN VLAN, you should add an Others transparent bridge on Internet page.

Notice: The Advanced Mode is independent with Basic Mode.
Nhen Advanced Mode is set to enable VLAN, the rules of Advanced Mode should be taken effect.
When Advanced Mode 5 set to disable VLAN, the rules of Basic Mode should be taken effect.

scect L por stb/ethl_ 9]

W Enable VLAN Mode

Received VLAN ID Transkation VLAN 1D
[ l1100

| |

| |
| |
[ 1
| B!
| |
| |
| |

Notice: When Received/Translation VLAN ID is 0, it means that received/transiation packet without VLAN.
When Received VLAN ID is same as Translation VLAN ID, it means there is a VLAN frunk rule.
Nhen Received VLAN ID is different with Translation VLAN ID, it means there is a VLAN translate rule.

Figure 4-31: Configure VLAN of LAN 2
3. Configure LAN multicast VLAN

Choose “Network > Internet > Multicast LAN VLAN” in navigation menu. Enable VLAN of LAN
2; fill up received VLAN ID with 0 and translation VLAN ID with 1100.

Internet LAN Settings WLAN I QoS | Time Server
Internet 7 i .
Local Area Network (LAN) Multicast VLAN Basic Settings
LAN VLAN
Multicast LAN

VLAN Select a LAN port: | ethl/ethl v

M Enable VLAN Mode

Received VLAN ID Translation VLAN ID
lo Jfrzo0

[ 1
[ 1
[ 1L

™ Enable VLAN Cross

Notice: When Received/Translation VLAN ID is 0, it's mean that received/translation packet without VLAN.
Nhen Received VLAN ID is same as Translation VLAN ID, it's mean there is a VLAN trunk rule.
When Received VLAN ID is difference with Translation VLAN ID, it's mean there is a VLAN translate rule.

Figure 4-32: Configure multicast VLAN of LAN 2
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4. Configure VOIP general parameters

Choose “Application > VOIP > General Settings” in navigation menu. Configure VOIP general
parameters as the following shows.

*  “Interface Name” is the WAN connection that you have added for VOIP in step 1;

* “Region” contains many countries or regions. Different regions have their own dial tone and
ringing tone, etc.

*  “Proxy server” and “Registering server” both are 192.168.3.19, port is 5060;

*  Fill up phone number, username and password of each line.

* Choose packing time, default is 20ms.

P S B T
MNAT

UPNP VolP IGMP MAC Limited MLD Other

General Settings

VoIP Advanced

VolIP Debug Input the VoIP service SIP parameters and select Start to apply the settings and start the SIP registrations
process. Select Stop to prevent SIP registration from occurring. Select Restart to reinitialise the SIP registration
with the current settings.

VoIP Basic Settings

Interface MName: [veipl. 2 + |(Note: You must restart the VoIP service for the settings to take effect.)

Region : iUSA — NORTHAMERICA & !thot_e: You must restart the VoIP service for the
settings to take effect.)

Proxy Server: |192.168.3.19 | Portzfs060

External Proxy Server: | Pclf:lSDED

Registering Server: |192.168.3.19 Port:[5060

Line Phonel Phone2

Enabla v v

Phone Number |[88880001 | ||s8880002

Username |28880001 [eg880002

Password | [s00snase

ptime Settings i 20 20 :|

Figure 4-33: VOIP general settings
5. Surf the Internet

Connect PC to LAN port 1. The PC gets an IP address from HGU and HGU gets an IP address
from DHCP server in the network, and then you can surf the Internet.

6. Watch IPTV
After STB gets an IP address from ISP via DHCP, you can watch IPTV.
7. Look up register status

Choose “Status > VolP Info > VolIP Info” in navigation menu. You can use VolIP service when
register status is successful.
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Device Info Network Info User Info VolIP Info TROGY Status
VolP Info
VoIP Info
Name Linel Line2

Registering status Register failed Register failed
User status Idle Idle
Phone Mo. 88880001 88880002

Figure 4-34: VOIP information

4.6 WLAN Service

HGU supports wireless access service. This example introduces how to configure WLAN
service when HGU works on Route mode.

4.6.1 Requirement
HGU works on Route mode, HGU gets IP by DHCP mode,VLAN ID is 11.

Only enable SSID 1, its name is “xyz”. Network authentication method is WPA-PSK, and
encryption method is TKIP+AES.

4.6.2 Steps
Before configuring, make sure HGU has registered and been authorized successfully.
Connect PC to one LAN port of HGU directly with twisted cable.
Add a WAN connection

Choose “Network > Internet > Internet” in navigation menu. Add a bridge mode WAN
connection as the following parameters.

*  Obtain IP address by DHCP.

* Enable VLAN and VLAN ID is 11.

* Service mode is INTERNET and bind SSID1.
*  Other parameters keep default.
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R069

Internet LAN Settings WLAN T QoS Time Server Route

Internet Uplink Mode : m__ﬂ
LAN VLAN Connection Name : !Add WAN Connection v
Multicast LAN
VLAN Mode : ’m|

Protocal Mode & ﬁlﬁ
' DHCP Automatically obtain an IP address from your ISP n
" Static Configure a static IP address supplied by your ISP
" PPPOE Select this option if your ISP uses PPPoE
MTU S [0z |
NAT: v
Enable Vian : v
Vian ID : |11—
802.1p: @
VLAN Mode :
Service Mode : | INTERIET v
Port Binding :
I Port_1 ™ port_2
" Port_3 ™ port_4
W Wian(55ID1) [~ Wian(551D2)
™ Whn(55ID3) ™ Wian(551D4)

Figure 4-35: Add a route WAN connection

Configure WLAN basic parameters
Choose “Network > WLAN > WLAN Basic” in navigation menu. Enable wireless and modify
SSID1’s name to xyz. For other parameters, just configure the suitable ones if necessary.
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Internet LAN Settings WLAN QoS Time Server Route
WLAN Basic
Wireless -- Basic
Security
WLAN Advanced This page is used to configure basic features of wireless LAN port. Including enable or disable wireless LAN port,
S hide SSID from being scaned by AP, set wireless network name (SSID), set channel frequency according to
ation Info

different country standards and so on.
Click on "Save/Apply" to take effect the basic configuration of wireless.
W Enzble Wireless
™ Hide Access Point
I~ Clients Isolation
[~ Disable WMM Advertise

[~ Enzble Wireless Multicast Forwarding (WMF)

S5I0: parz
BSSID: 80:14:A8:04:94:63
Country:  |UNITED STATES v
Max Clients: |16
Wireless - Virtual Interface:
Disable
: Isolate Enable | Max
Enabled | 551D Hidden | o led (WMM e ™| e e [BSSID
Advertise |
r |Broadcomz. O i r o |[ie ]jwa
r |Broadcom3 I I m | IIE | |n/a
r |B|Dadcum4 I Il r I |16 MNA

Figure 4-36: WLAN basic settings
Configure network authentication

Choose “Network > WLAN > Security” in navigation menu. Select the SSID, and set up WPA-
PSK for its network authentication method and TKIP+AES for its encryption method. Fill a
password in passphrase textbox.
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Internet LAN Settings WLAN QoS Time Server
WLAN Basic B
WLAN Config -- Security
Security
WLAN Advanced This page is used to configure the security of wireless LAN interface. Including WPS on/off, authentication
: methods, data encryption,
Station Info Wi-Fi authentication key, key length and so on.
WPS Setup
Enable WPS
Manual Setup AP
You can set the network authentication method, selecting data encryption,
specify whether a network key is required to authenticate to this wireless network and specify the encryption
strength.
Click "Apply/Save” when done.
Select S5ID: [5ys v
Network Authentication: | WPA-FSK v|
WPA/WAPI passphrase: In Click here to display
WPA Group Rekey Intenval: 0 - |
WRA/WAPT Encryption: TEIP+LAES
WEP Encryption:
Figure 4-37: WLAN security settings
Configure WPS

Choose “Network > WLAN > Security” in navigation menu. Enable WPS and select Push-
Button for both client and AP.

Internet LAN Settings WLAN QoS ~ Time Server Route
WLAN Basic .
WLAN Config -- Security
Security
WLAN Advanced This page is used to configure the security of wireless LAN interface. Including WPS on/off, authentication
methods, data encryption,
Station Info

Wi-Fi authentication key, key length and so on.

WPS Setup

Enable WPS Enabled «

Add Client (This feature is avaiable only when WPA-PSK(W P51) WPA2 PSK or OPEN mode is configured)
" Enter STA PIN " Use AP PIN Add Enrallee.

Set WPS AP Mode

Setup AP (Configure all security settings with an external registar)

Device PIN [1o556818 | Helo
Config AP |

Figure 4-38: WPS settings
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Surf the Internet
Search SSID named xyz with a laptop, double-click to connect and enter the correct password.

If client has WPS function, you can connect client to AP by pressing Pair button in HGU. When
the WPS indicator blinks, press WPS button in client simultaneously. They will connect after a
short time.

4.7 Update image
You can update software image on webpage.

Choose “Management > Device Manage > Update Image” in navigation menu. Select the
software image file with .w extension, click “Update Software” button. HGU will restart
automatically after updated. The whole process needs about 2 minutes.

Management |5 | Niework | Secury | hpp r

User Manage Device Manage Log File Maintain

Device Reboot
Tools - Update Software

Update Image
USB Backup Step 1: Obtain an updated software image file from your ISP.

Load Default Step 2: Enter the path to the image file location in the box below or didk the "Browse"” button to locate the

image file.
Step 3: Click the "Update Software" button once to upload the new image file.

NOTE: The update process takes about 2 minutes to complete, and your DSL Router will reboot.
Software File Name: I Al |
[ Update Software

Figure 4-39: Update software
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Chapter 5. FAQ

Q: All indicators are not lit?

A: (1) Power is off or power adapter is bad.
Indicator LED switch is turned off.

Q: Why Los indicator flashes?

A: (1) There is no optical signal. Maybe the fiber is broke down or connection loosened.
Optical power is too low.

The fiber is dusty.

Q: LAN indicators are not lit?

A: (1) Indicator LED switch is turned off.

The cable breaks down or connection loosened.
The cable type incorrect or too long.

Q: FXS indicators are not lit?

A: (1) Indicator LED switch is turned off.

SIP accounts aren’t registered.

Q: PC can’t visit web UI?

A: (1) PC and HGU are not in the same network fragment. By default, LAN IP is
192.168.1.1/24.

The cable breaks down.

IP conflict or have loopback.

Q: User can’t surf the Internet normally.

A: (1) PC has set a wrong IP and gateway or network is bad.

There is loopback or attack in network.

Route mode WAN connection doesn’t get an IP or DNS is disabled.

Q: Customer can’t use the VolP service. A: (1) The phone or the wire is damaged.
SIP accounts aren’t registered.

Dial plan is wrong.

Q: HGU stops to work after working for some time. A: (1) Power supply is not working
properly.

The device overheats.
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Ascent Communication Technology Ltd

AUSTRALIA

961 Mountain Highway, Boronia
Victoria 3155, AUSTRALIA
Phone: +61-488 293 682

CHINA

Unit 1907, 600 Luban Road
200023, Shanghai CHINA
Phone: +86-21-60232616

EUROPE
Pfarrer-Bensheimer-Strasse 7a
55129 Mainz, GERMANY
Phone: +49 (0) 6136 926 3246

HONG KONG SAR

Unit 9, 12 Floor, Wing Tuck Commercial Centre
177 Wing Lok Street, Sheung Wan, HONG KONG
Phone: +852-2851 4722

USA

2710 Thomes Ave, Cheyenne
WY 82001, USA

Phone: +1-203 816 5188

VIETNAM

15 /F TTC Building, Duy Tan Street, Cau Giay Dist.
Hanoi, VIETNAM

Phone: +84 168 481 8348

WEB: www.ascentcomtec.com EMAIL: sales@ascentcomtec.com

Specifications and product availability are subject to change without notice.
Copyright © 2016 Ascent Communication Technology Limited. All rights reserved.

Ver. ACT_AE224S_User_Manual_V1a_Aug 2016
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