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Chapter 1 Preface

The ACT AE8000 High Density Core Switch Network Management Software (CMS) is a useful tool developed for
the convenience of AEB000 configuration. The CMS software currently supports most of related configuration,
such as SNMP configuration, VLAN configuration, security configuration, port browse, browsing the running
state, etc. The user can browse a port, the running state and simultaneously the faceplate of a device, so the
state of the current port can be presented visually.
Precautions:
1. Itissuggested that the IE browser should be IE6 or later.

The WEB configuration page can be concurrently used by many users.

The command line must be in configuration mode when the WEB page is used.

2
3
4. Before the WEB settings are enabled, you have to set switch_config#ip http server on thedevice.
5

Jrel.5 or Jre of later version must be installed on PC.

AE8000 CMS Network Management User Guide is a concise manual compiled for the using of CMS
network management software. This user guide presents users a detailed knowledge of all management
functions and operation methods of this CMS network management software.
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Chapter 2 CMS Start Up

In this chapter, you will be shown how to use CMS. All AES00O0 devices by default has CMS software code built

inside. When they arerunning, the WEB protocol need be enabled in EXEC mode. To do this, run the following
command:

Switch_config#ip http servero

After configuration, the device can be accessed through HTTP and run CMS.

When the user enters the management IP of an AES8000 device in a IE browser, the browser will download the
CMS file from the device.

CMS View Help
e & 2
@ CHsS
[} device name - =
¢ (= SNMP Configuration B8 Switch Panel - Switch = ; G ; S ; i o @ i
[} sNuP Server Device Name: Switch
¢ (=3 Interface Management
[} Physics Interface ASCENTX
[} Logic Interface
[ Basic Configuration
¢ (=] bridge
o~ I VLAN
o~ [ STP/RSTP
o [ Aggregator
o~ [ MAC Address
¢ (=] Security
o [ AAA
[0 Fitter Config
[ Fitter Interface
9 JTools
[} show Panel
D show running
[} show interface
[ ARP table
[} Ping and Trace
[} save System Config
[7) Restart System

Host: Switch (1.1.1.1) Select Devn:e4 Switch ] v“

AEB000 Series

v

CMS 1.1.2-L.3 Ready

In this figure, the toolbar is on the left while the operation bar is on the right.
Here gives a simple introduction of the buttons on this window:

1. OK:If you click this button, the related operations are over and the next operation is to be conducted.

Apply: If you click this button, this operation window will not be closed.

3. Refresh: If you click this button, the parameters of this device will be read again and displayed on the
corresponding window.

4. Cancel: If you click this button, the previous operations will be cancelled and the window will be
closed.

g

Notes: CMS User must have the management right of this device when CMS conducts operations to the device.
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Chapter 3 SNMP Settings

Click CMS -> SNMP Configuration -> SNMP Server. The SNMP Management page appears. The SNMP can be
set on this page. See the following figure:

CMS View Heip

@R CuS
[} device name
¢ [ SNMP Configuration @8 SNIMP Management - Switch
[) snwmP Server Device Name: Switch
¢ ] Interface Management
[ Physics Interface
[ LogicInterface Host Name : Im[v |
[ Basic Configuration =
¢ [ brigge o - - - —
o CIVLAN [ System Options | Community Strings | Traps Manager
o ] STPRSTP
o [ Aggregator
b ok Host Name : Switch
¢ [ Security )
o [ A% System Location: | act
[ Fitter Config System Contact : l act
[ Fitter Interface
¢ E]Tools T— = - -
[ Show Panel | OK ] l Apply || Refresh ‘ [ Cancel |
[} show running
[} show intertace
[ 4RP tavle
[ Ping and Trace )
[} save System Config : ‘ x|
[} Restart System 4 J I

Host: Switch (1.1.1.1) Select Deviced Switch | v
i

|

Device Name

System Information

Qolartad SNMP Qarar
On this page you can conduct SNMP configurations including whether to enable SNMP, system options,

community strings and trap manager. The following describes the System Options, Community Strings and
Traps Manager respectively.

Solutions Provider for FTTx, RFoG and HFC www.ascentcomtec.com
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3.1 System Options

The device’s information is mainly set here. There are three options: HOST Name, System Location and
System Contact. After related information is entered and the Apply button or OK button is clicked, the related
information settings are done.

CMS View Help

He @ 9

@ CHS
[} device name
¢ [ SNMP Configuration
[) SNMP Server
¢ ] Interface Management
[} Physics Interface
[ Logic Interface
D Basic Configuration
¢ [ brigge
- [ VLAN
o [ STPRSTP
o [ Aggregator
o [ MAC Address
¢ (=] Security
o [ ASA
[} Fiter Config
[ Firter Interface
¢ ETools
[) show Panel
[} show running
[} show interface
[ 4rP tanle
[) Ping and Trace
[} save System Config
[} Restart System

Host: Switch (1.1.1.1)

Select Devices Switch | v

@8 SNMP Management - Switch

-

Device Name: Switch

Device Name

System Options [ Community Strings

HostName: |Switch v

System Information

f Traps Manager
Host Name : Switch
System Location : | act
System Contact : act
[ ‘ [ 1r 11 |
| OK I Apply Refresh || Cancel |

ol

 switchP... | NP Man...

Qolartad SNMP Qarar

3.2 Community Strings

SNMP Community will be set here.

3.2.1 Adding the Community Settings

Click Community Strings to enter the configuration page. See the following figure:
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CMS View Help

3[e]o]e]

B CMS
[y device name

Host: Switch (1.4.1.1) select Device:| Switch | -

¢ [ SNMP Configurat B2 SNMP Management - Switch
[ 8NP Server |- | Device Name: Switch
& [ Interface Managem) | poica Hame
o (3 bridge :
o [ Security Host Name :
o [ Tools :
| | system Options | Community Strings rTrapﬁ Manager r
:| | [ String Manager
Current Strings
New String
| | B
<Ry
@ RO o RW emove
Select All
| Apply ‘ ‘ Refresh || Cancel | |
HEm| I ] |
4] 1 [ ¥]:|sHMP Man...

Selected:SNMP Server

Task Cueue [4]

In the above-mentioned figure, enter the to-be-set community in the New String text box, select RO or RW and
then click the ADD to add the configured parameter to Current Strings. See the following figure:

CMS \iew Help
EIDDR
B2 cCus Host: Switch (1.1.1.1) Select Device:| Switch |v
[ device name ; =
¢ 7 SNMF Configurati ;| B8 SNMP Management - Switch
[} SNMP Sever || Device Name: Switch
o [[JInterface Managen]: | peyice Name
o= [ bridge :
o [ Security E Host Name :
o= [ Tools
| System Options [ Community Strings rTrapa Manager 3
:|| - String Manager
Current Strings
public RO
New String I
<-Remove
@ RO ) RW I—‘
Select All
: — . . 3 |~
Kl Il I [+]
4] M [ "] |SHMP Man...
Selected:SNMP Senver

Click Apply or OK to finish the settings.
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3.2.2 Deleting and Editing Community Settings

CMS \iew Help

[[e]e]]

B Cus
[ device name
¢ [C3 SMMP Configurati
[} snmP server

Host: Switch (1.1.1.1)

Select De\ﬂce:‘ Switch ‘ =

‘| = sumP management - Switch -

| Device Name: Switch

o= [ Interface Managen| | peyice Name
o (3 bridge :
o= [ Security Host Name :
o [ Tools :
|| system Options | Community Strings rT[ﬁDS Manager r
:|| - String Manager
Current Strings
public RO
New String L9
| |
<R
@ RO o RW emove
Select Al
; R . . ~|
1l I | []
4] M [ »]:|SHMP Man...

Selected:SNMP Server

In the above-mentioned figure, choose the to-be-deleted community in Current String and then click Remove
to delete this community. If you want to edit a community, you have to conduct the operation through the
Remove and Add buttons. You can first click Remove and then Add to edit a community. After the previous
operations, you can click OK or Apply to finish these settings.

Solutions Provider for FTTx, RFoG and HFC
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3.3 Traps Manager

In Traps Manager, you can set the trap parameters. The trap parameters include IP Addresses, Community
String and Type of Trap to Send. See the following figure:

CMS View Help
He @ 2
= cls Host: Switch (1.1.1.1) Select Device:{ Switch | v
[} device name - -
¢ 7 SNMP Configuratic| ‘| 8 SNMP Management - Switch -
[y sNMP Server | | Device Name: Switch
o~ [ Interface Manager Device Name
o~ (=] bridge
o= [ Security
o =] Tools
|' System Options T Community Strings T Traps Manager &
Managers
Current Managers

New Manager

IP Addresses : ‘ ‘

Community String : ‘ ‘

Typs of Trap to Send: [_]snmp []configure [ ]authentication

Select All
0K | Apply |] Refresh | ‘ Cancel | ~|
| I [»]
« M | [»]:|SNMP Man...

Onlnrbad-OMIAN Onnine

See the figure above. For how to conduct related operations such as ADD, Remove and Edit, see section 2.2
“Community Strings.”
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Chapter 4

Interface Management

In this chapter, it will show how to set interface features, logic port, port’s bandwidth, delay, etc.

4.1 Physic Interface

Each interface will be set, and the settings of each interface include the bandwidth, bandwidth control,

broadcast storm limit, etc.

If you click Physics Interface in the left toolbar, the following configuration page appears:

B2 Physics Interface - Switc|

‘o X

Device Name: Switch

speed duplex  |flow-co...

switchpork-hlock-unicast

ewitchport-.. | switchport-... | storm-co.. |storm-contro.. | storm-contral-broadea.

keepalive(0-32767)

auto full 100

100 100 100

auto full 100

100 100 100

auto full 100

100 100 100

auto full 100

100 100 100

auto full 100

100 100 100

auto full 100

100 100 100

auto full 100

100 100 100

auto full 100

100 100 100

auto full 100

100 100 100

I [»

| Ok | Cancel | Apphy | Refresh |

interface

FastEthernetls
FastEthernetlr2
FastEthernetlsa
FastEthernatlrd
FastEthernetlia
FastEthernetie
FastEtherneti7
FastEthernaetlis
GigaEthernet1n
[

In the above-mentioned list, each port has a separate line. Each line includes many columns and each column
shows the current settings of this port. These parameters are shown in the following table:

(Here the optical interface has fixed bandwidth, for example, the FE optical interface has the fixed 100M rate
and the GE optical interface has the fixed gigabit rate)

Parameter Description
Interface Interface’s information
Speed Rate
Duplex Full duplex/half duplex/auto
Flow-control Flow control (enable/disable)

Switchport-bllock-unicast

Unknown unicast limit

Switchport-bllock-multicast

Unknown multicast limit

Switch-block-broadcast

Unknown broadcast limit

Storm-control-unicast

Unicast storm control

Storm-control-multicast

Multicast Storm Control

Storm-control-broadcast

Broadcast Storm Control

Solutions Provider for FTTx, RFoG and HFC
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Keepalive

Automatic ring checkup

Ip-access-group

IP access control list

According to actual configuration requirements of a port, the items in the above-mentioned list can be
changed; after that, click OK or Apply to finish the configuration.

4.2 Logic Interface

Click Interface Manager->Logic Interface. The following configuration page appears:

B3 Logic Interface - Switc E

Device Name: Switch

logic interface narme |

type |

WLANT [WLAM

‘ Ok | Cancel | Apphy | Refresh |

There are two lines in the list, and each line corresponds to a parameter. The following is the explanation of

parameters:

Parameter

Description

Logic interface name

Name of the logic interface

type

Interface type

If you click Create, the following configuration page appears for you to establish a logic interface.

E EMS Frame - Switch

Device Name: Switch

Port-aggregator

Cancel

Solutions Provider for FTTx, RFoG and HFC
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If you enter a parameter and click OK, a logic interface will be successfully created. To delete a logic interface,
you can click Delete to cancel the logic interface.

Parameter Description
vlan virtual local area network
loopback Local loopback interface
Port-aggregator Aggregator interface

4.3 Basic Configuration

Click Interface Manager->Basic Configuration. The following configuration page appears:

B2 Basic Configuration - Switch

Device Hame: Switch

interface description |bandwidthi1-1... delay{1-10,000,000010ms]) shutdown
FastEthern... 10000 1 [Xs]
FasiEthern... 10000 1 Mo
FastEthern... 10000 1 2]
FasiEthern... 10000 1 Mo
FastEthern... 10000 1 2]
FasiEthern... 10000 1 Mo
FastEthern... 10000 1 2]
FasiEthern... 10000 1 Mo
GigakEthern... 10000 1 2]
LA 10000 1 Mo

| Ok | Cancel | Apply | Refresh |

In the list of the above-mentioned configuration page, each line stands for an interface on the device.

Parameter Description
interface Interface’s information
description Description of an interface
bandwidth Bandwidth of an interface
delay Delay of an interface
shutdown Whether to shut down the interface

Double click a to-be-modified parameter to modify the parameter, and then click OK or Apply to confirm the
modification. You can also click Refresh to refresh the page.

Solutions Provider for FTTx, RFoG and HFC www.ascentcomtec.com Page 14 of 4
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Chapter 5 Bridge Settings

The bridge configuration consists of VLAN configuration, STP configuration, aggregation configuration and
MAC configuration.

5.1 VLAN Configuration

VLAN configuration is for the configuration of VLAN. Through VLAN configuration, VLAN can be correctly setup.
The virtual local area network (VLAN) is an exchange network which logically groups the devices in LAN.IEEE
issued the IEEE 802.1Q standard in 1999 for the VLAN standard. The VLAN technology can divide a physical LAN
logic address into different broadcast domains. Each VLAN has a group of devices which have the same
demands but the same attributes with those on the physical LAN. Because it is a logical group, the devices in a
same VLAN can be in different physical spaces. The broadcast/unicast flow within a VLAN can not be forwarded
to other VLANSs. Such advantages as flow control, low device investment, easy network management and high
network security, hence, are obtained.

5.1.1 Basic VLAN Configuration

The steps of basic VLAN configuration are shown in the following: Click bridge -> VLAN -> VLAN configuration
and the following configuration page appears.

B Vlan Configuration - Switch

Device Hame: Switch

WLAR 1D WLAR Mame WLAR Status
1 Default Static

Create...
Modify...
Delete

| Ok | Cancel | Apply | Refresh |

Each line of the list on the above-mentioned configuration page corresponds to a VLAN and the detailed
meanings of specific parameters are shown below:

Solutions Provider for FTTx, RFoG and HFC www.ascentcomtec.com Page 15 of 43
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Parameter Description
VLAN ID VLAN's sequence number
VLAN Name Name of VLAN
VLAN Status Status of VLAN

VLAN is grouped according to different functions, project groups or different applications, not based on the
physical locations of these users. VLAN has the similar attributes as the physical LAN, but can group terminals
in different physical LANs into a same VLAN. One VLAN can have multiple ports, while all
unicast/broadcast/multicast packets can be forwarded or diffused to the terminals through a same VLAN. Each
VLAN is a logical network; to forward one packet to another VLAN, the routes or bridge must be used to
forward it.

Click Create to establish a new VLAN. Choose a to-be-modified VLAN to modify the VLAN, as shown in the
following figure:

CMS View Help

defe]e]

= s : Host: Switch {1.1.1.1) Select Device:| Switch | w

[ device name
o 9 SNMP Configuratic) B Vlan Configuration - Switch
¢ [JInterface Manager ‘N Device Name: Switch

[ Physics Interfac | VLAN 1D VLAN Name VLAN Status
[y LogicIntarface | - Default Static
[ Basic Configur; “tf{jgggg EEEE
¢ T bridge : el =
¢ CIVLAN :
[y Vian Config
[y Parts Confit -
D IP Addressd B2 Vian Configuration - Switcl
o [ STRIRSTP : Device Name: Switch
9 [ Aggregator | 5

] Vlan Configuration
[y Show Agare
[y LogicPort | VLAN ID:
D Aggregator VLAN Name:

[ Interface Ag
o [CJMAC Address | :

9 [CJ Security :
o 9 MAA :
[} Filter Canfig
[ Filter Interface | :
o- 3 Tools Create...

Modify... J—

| | =
=
=

1 T [ v | SwitchP.. | VianCon..

Selected:Vlan Configuration

Click OK to save the modification.

After configuration, you also have to click OK on the main window to save this configuration.

5.1.2 Port Configuration
The switch's port supports the following two modes: access mode and relay mode. The access mode indicates
that the port belongs to just one VLAN; only the untagged Ethernet frame can be transmitted and received.

The relay mode indicates that the port connects other switches and the tagged Ethernet frame can be
transmitted and received.

Each port has a default VLAN and PVID; all VLAN-untagged data received on the port belongs to the packets of
the VLAN.

The relay mode can group the port to multiple VLANSs; at the same time, you can configure the type of to-be-
forwarded packets and the quantity of the corresponding VLANSs.

Click bridge -> VLAN -> Port Configuration and the following configuration page appears:
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E= Ports Configuration - Switch

Device Name: Switch

Intertace Administrative Mode PuWID Trunk Allowed WLAN-UIntan e
FastEthernetlil Access all all
FastEthernetdi? access all all
FastEthernetl/3 ACLESS all all
FastEthernetlid ACCess all all
FastEthernetns access all all
FastEthernetl/o access all all
FastEthernetll? ALLESS all all
FastEthernetnss access all all
GigaEthermet1 i ACCESS all all

CM5 View Help
EDO0
B cus Host: Switch (1.1.1.1) Select Device: Switch |+
[} device name : - ——
o -9 SNIP Canfiguratic|: B2 Ports Configuration - Switch Il
% [ Interface Manager : |} Device Name: Switch
D Physics Interfaq : Interface Administrative Mode FVID Trunk Allowed VLAN-Untagged
D Logic Interface FastEthernet3/1 access all all -
D Basic Confiqur! FastEthernet3/2 access all all
9 brid g : WFastEthernetd/3 ACCESS [all [all
¥ rdge : WFastEthernet3/4 ACCESS ; ; : L
: B2 Ports Configuration - Switch = K =
? Qv : NFastEthemnet3s access : : g
[y Vian Config| : f[FastEthernata/ access Device Name: Switch
D Ports Confi FastEthernet3/7 access rPorts Configuration 1
D IP Addressq : FastEthemst/s access Interface: FastEtherneta/7 |
:lFastEthernet3/9 access
o CIETRRETP | NeactEthemetano access Administrative Mode: |trunk A
¢ JAooregator | BFastEthemeta access =
[ Show Agard : fFastEthernet3/12 access PVID: none nA
[ Logic Port |: JrastEthemstsins irunk VLANAlowed:  [noacion | lal
[ Aggregator | FastEthernet3/14 access I
: WFastEthernetd/ 15 3ccess VLAN Untagged: all I = -
D Interface Ad : NEactEthernsta/16 access add add - Add VLANS to the current list
o [ MAC Address | NFastEthemetd 17 trunk Fg all - Al VLANS
¢ [ Security : WFastEthernetd/ 18 ACCESS except - All VLANS except the following
& O Ak NFastEthernet319 access excepl none — No VLANS
[ Filter Gonfig | [ 2tEthemetai20 access emove | remove — Remove VLANS from the current list
§ :MFastEthernet3/21 access no action [ all
D Filter Interface : WFastEthernetd/22 access E ! all
o [ Tools : BFastEthemet32a access all all 1 -
“MFastEthernstd/24 access all all Modify... §—|
W FinaCin YGIZ] m m hd
q i [ [»]:| SwitcnP.. I Ports Co...
Selected:Ports Configuration

The following explains the meanings of the parameters in the list of the configuration page.

Command Purpose
Switchport pvid vlan-id Configures PVID of the switch’s interface.
Switchport mode Configures the interface mode of the switch.
Switchport trunk vlan-allowed Configures the VLAN range of the switch’s interface.
Switchport trunk vlan-untagged Configures the untagged VLAN ranges of the switch’s
port.
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Select a to-be-modified port and double click the left key of the mouse or click Modify to modify a port. Click
OK to finish the configuration.

5.1.3 IP Addresses

Click bridge -> VLAN -> IP address and the following configuration page appears:

B2 IP Addresses - Switch

Device Name: Switch
Interface Ylan IP Address Mask Secondary
WLAN 172.16.21.52 26512552550 [

Create...
Delete

| Ok | Cancel | Refresh

Parameter description

Parameter Description
Interface Vlan Name of VLAN
Ip address IP address of VLAN
mask Subnet mask
secondary Secondary subordination

M B IP Addresses - Switcl

Device Name: Switch B IP Addresses - Switch
Interface Vlan| IP Address Mask Secondary Device Name: Switch
VLAN1T 5.5.5.23 255.0.0.0 []
= rIP Add
VLAN2 5337 555.0.0.0 L] 1ES56S
VLAN3 33323 255.0.0.0 [] Interface Vian:
Create... IP Address:
Delete Mask: -
Secondary: |
ok | Ganca |
| Ok | Cancel | Refresh ‘ "

Done.

Solutions Provider for FTTx, RFoG and HFC www.ascentcomtec.com Page 18 of 43


http://www.ascentcomtec.com/

B2 IP Addresses - Switch

Device Name: Switch

IP Addresses

Interface Vlan:

IP Address:

Mask: -

Secondary: (|

Click Create to designate a new IP address for VLAN; choose an IP address and click Delete to delete the IP
address.

5.2 STP Configuration

IEEE802.1d defines standard STP. STP can be used to select a bridge to be a root of the whole network
(spanning-tree), control the topology of the whole network through this root and monitor the change of the
topology, stopping loops from occurring in this network. STP controls the topology and updates the information
about the topology by transmitting BPDU.

802.1t defines the expanded STP—RSTP. As for STP, defined by 802.1d, there will be a long time for a network
topology to stabilize again when the network topology changes because STP regulates that each bridge has to
wait other bridges to stabilize by waiting two forward-delays (the default value of each forward-delay is 15
seconds). In this case, at least 30 seconds is demanded for the network to re-stabilize, while this waiting period
of at least 30 seconds will cause network interruption.

RSTP, however, uses a method that can re-stabilize a network rapidly and so the time of network interruption is
reduced. When a bridge waits for a network to be stable, the used method is that the bridge waits for an
acknowledge of network re-stabilization from a directly-connected bridge for which its network topology has

changed. During the waiting period, the data connection between two bridges is interrupted. In general, the
waiting process pervades from the root.

5.2.1 Showing the STP Status

Click bridge -> STP/RSTP -> show STP and the following configuration page appears:

Solutions Provider for FTTx, RFoG and HFC www.ascentcomtec.com Page 19 of 4



http://www.ascentcomtec.com/

"B Show Stp - Switch

Device Mame: Switch

Spanning tree enabled protocal RSTP

RETP
RootlD Priority 32768
Address O0ED.OFBS.7031
Cost 200000
HelloaxdgaFuwdDly 2020015 (s)
Bridge D' Priority 32768
Address O0EOQ.OF92.A5A2
HelloiaxsaeFuwdDly 4020015 ()
Intf FartID Designated Fart 1D
Mame PrikbrRole Sts Cost Bridoe ID Prikbr Cost

FOfz 1282 DesgPWD 200000 32768 O0EQ.OF92.A542 128.2 200000
FOfd 1284 Desg PWD 200000 32768 O0EQ.OF92.A542 1284 200000
FOf8 1288 RootFWD 200000 32768 00E0.OFGS.7031 12816 0

| Ok | Cancel | Refresh

In this dialog box, the detailed STP information is shown.

5.2.2 STP Status

Click bridge -> STP/RSTP -> show STP and the following configuration page appears:

CMS View Help

EDO0

& clis = Host: Switch (1.1.1.1) Select Devicei Switch | v
[ device name ; — =

o~ [ SNP Configuration :| = Stp Status - Sitch dod Hf S
¢ (] Interface Management || Device Name: Switch
[} Physics Interface :

[ Logic Interface ; Mode

[ Basic Configuration

¢ [ bridge :
¢ CIVLAN ; -ssTp——(SSIP

[} vian Configuration E RSTP

7 Hello Time;|
D Ports Configuration : NO-SPTREE

[ IP Addresses 4 Max Age Time:[23 Max Age Time:

. |
¢ [ STPRSTP . Priority: 32768 ||| prioriy:

% z:gv;::s Forward Time: 16—, Forward Time:
[ Port Parameters i
¢ [ Aggregator
[} show Aggreaator
[ Logic Port
[y Aggregator Control
[} Interface Agaregator
o= [ MAC Address
¢ (=3 Security
o [ AAA
[y Filter Config
[ Filter Interface

o =S Tl

Selected:STP Status

STP Mode: | SSTP ' | =

Ml

| ok [ cancet | Apply | Refresh |

Switch P... I Stp Stat...
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B Stp Status - Switch

Device Hame: Switch

~Mode

STP Mode: | RSTP -
rSSTP ~RSTP

Hello Time: 4 Hello Time: 4

Max Age Time: |20 Max Age Time: |20

Priority: J2768 || |Priority: J2768 b
Forword Time: (15 Forword Time: 15

0Ok Cancel Apphy Refresh

For specific STP parameter's description, see the following table.

Parameter Description

STP MODE SSTP : All VLANSs share a spanning tree.

The state of the interface is controlled by
STP.

RSTP: the expanded spanning tree protocol,
Rapid Spanning Tree, which is provided by
802.1w, is used and at the same time all
VLANS share a spanning tree and the
interface’s status is controlled by a STP.
Default mode: RSTP

Hello Time You can configure the hello time of the
spanning tree to decide the packet
transmission's interval when the switch works
as the root.

Max age Time You can configure the max age time of the
spanning tree to decide the maximum
lifespan of the packet when the switch works
as the root.

Priority When a loop generates, STP will change the
states of some ports to the blocking state to
cut off the loop. You can control whether to
block a port by setting the priority and the
path cost of the spanning tree port.

Forword Time You can configure the forward delay time of
the spanning tree to decide the state change
interval of all switches when these switches
works as the root.

Click OK to save the configuration.
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5.2.3 PortParameters

Click bridge -> STP/RSTP -> Port Parameters and the following configuration page appears:
&3 Port Parameters - Switch

Device Hame: Switch

Interface Cost Priority S5TP Cost [S5TP Priority| RSTP Cost |RSTP Priority)  Loopfast  [YESINO-SP..
FastEthern... |default 128 default 128 default 128 false spanning-ir..
FastEthern... |default 128 default 128 default 128 false spanning-ir..
FastEthern... |default 128 default 128 default 128 false spanning-ir..
FastEthern... |default 128 default 128 default 128 false spanning-ir..
FastEthern... |default 128 default 128 default 128 false spanning-ir..
FastEthern... |default 128 default 128 default 128 false spanning-ir..
FastEthern... |default 128 default 128 default 128 false spanning-ir..
FastEthern... |default 128 default 128 default 128 false spanning-ir..
GigaEthern.. |default 128 default 128 default 128 false spanning-ir..

Modify...

| Ok | Cancel | Apphy | Refresh

Through the list the user can browse and edit the port parameters.

Each line in the list represents a physical port. The following table shows the meaning of some port parameters:

Parameter Description
interface Stands for the interface’s information.
cost Stands for the path cost.
priority Stands for the value of the priority.
SSTP cost Stands for the path value of STTP.
SSTP Priority Stands for the priority value of STTP.
RSTP cost Stands for the path cost of RSTP.
RSTP Priority Stands for the priority value of RSTP.
Loopfast Speeds up the refreshment frequency.
YES/No STP Decides whether to enable the spanning tree

protocol.
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5.3 Link Aggregator

The aggregator interface is introduced in the background that the bandwidth of a single Ethernet interface is
insufficient. It can bind together multiple full-duplex interfaces of the same rate to multiply the bandwidth.

5.3.1 Show Aggregator

Click bridge -> Aggregator -> show aggregator and the following configuration page appears:

B Show Aggregator - Switch

Device Name: Switch
rShow Aguregator

Aggregator ID|al | - I'Wpe‘detail -

Aggregator-group detail information

In the options on the above-mentioned configuration page, the default value of Aggregator ID is All; the Type
parameter has three values: detail, brief and summary, and its default value is detail.

Click Refresh to conduct related operations and display corresponding parameters.
Summary : Displays the general information about aggregator.

Brief: Displays the parameters in the aggregator group.
Summary: Displays the detailed information in the aggregator group.
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5.3.2 Logic Port

Click bridge -> Aggregator -> Logic Port and the following configuration page appears:

B3 Logic Port - Switch

Device Mame: Switch

Create...
Delete

| Ok | cancel | Apply | Refresh

Click Create to establish a new logic port, as shown in the following figure:

B= Logic Port - Switch

Device Hame: Switch

Port Aggregator(1-32): |

Ok Cancel

Cione.

Click OK to save the configuration.
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5.3.3 Aggregator Control

Click bridge -> Aggregator -> Aggregator Control and the following configuration page appears:

‘o

B Aggregator Control - Switch

Device Hame: Switch

Aggregator group load balance |src-ip | - ‘

Aggregator group lacp priority(0-65535) | |

| Ok | Cancel | Apphy | Refresh |

On the above-mentioned configuration page there are two options: Aggregator group load balance and
Aggregator group lacp priority.

Aggregator group load balance: Selects the load balance mode after port aggregation.
Aggregator group lacp priority: Sets the priority of LACP.

Aggregator group load balance has the following load balance modes: dst-mac, src-mac, both-mac, dst-ip, Src-
ip both-ip and Null.

Parameter Description

Dst-mac Means that the load balance is based on the
source MAC address.

Src-mac Means that the load balance is based on the
destination MAC address.

Both-mac Means that the load balance is based on the
source and destination MAC addresses.

Dst-ip Means that the load balance is based on the
source IP address.

Src-ip Means that the load balance is based on the
destination IP address.

Both-ip Means that the load balance is based on the
source and destination IP addresses.

Null Means the load balance mode is not enabled.
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5.3.4 Interface Aggregator

Click bridge -> Aggregator -> interface aggregator and the following configuration page appears:

B2 Interface Aggregator - Switch

Device Mame: Switch

M=

Interface Aggregator Port fode
FastEthernetli null null
FastEthernetls2 null null
FastEthernetli3 null null
FasiEthernetlid null null
FastEthernetlis null null
FasiEthernetl/G null null
FastEtherneti¥ null null
FasiEthernetlsa null null
GigaEtherneti null null

| Ok | Cancel | Apply | Refresh |

On the page which is shown on the above-mentioned figure, you can set port aggregator. Each line in the list of
the above-mentioned configuration page represents a port.

The detailed parameters are described in the following table:

Parameter Description
Interface Stands for the interface’s information.
Aggregator port Stands for the aggregator port.
Mode Stands for the aggregation mode.

Click OK to save the configuration.

5.4 MAC Address

5.4.1 Dynamic MAC Address

Click bridge -> MAC Address -> dynamic Address and the following configuration page appears:
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B2 Dynamic Address - Switch

Device Name: Switch

Wlan

MAC Address

Type

Ports

AR 007e 80bE hesz tOrs
O ARG 00e0.0fad fe9d fOrd
Oy AN 0001 .6eaf.0eh3 for2
O ARG 0001 6e5d a2l fOrs
Oy AN 0021.870d.cda’? fOrs
O ARG 0001 647 d837 fOrs
Oy AN 00e0.0f27.0538 fOrs
O ARG 0025.8e78 0fe7 fOrs
Oy AN 0001 .6eaf.84hh fOrs
D ARG 0011.5675 dbch fOrs
Oy AN 0001 Geaf.82fd fOrs
otal Addresses fac ar
~Clear Optiohs
Al ) Interface

| ok | cancel | Apply | Refresh |

The dynamic MAC address and relative information can be browsed in the list on the above-mentioned

configuration page.

CMS View Help

5o 07

¢ (=] bridge
¢ CIVLAN
[ vian Configuration

[ IP Addresses
¢ CISTPRSTP
[ show sTP
[} sTP status
[} Port Parameters
¢ [ Agaregator
[} Show Aggregator
[ Logic Port
[ Agaregator Control

¢ [CJ MAC Address
[) Dynamic Address
[ static Address
[} Interface Shared Learnir]
[ Aging Time
¢ (=3 Security
- CIAM
[ Filter Config
[} Filter Interface

< i HDN

[} Basic Configuration — 7

Host: Switch (1.1.1.1)

Select Device:

Switch |v

|| = Dynamic Address - Switch

 Ff

-

|| Device Name: Switch

Vian | mAC Address

Type

[ Ports Configuration ||

[} Interface Aggregator = ¢

Clear Options

@ Al

) Interface

| ok | cancel | apply | Refresn

o [ Tools I~

Switch P... Dynamic ...

4]

Selected:Dynamic Address

In Clear Options, you can delete a MAC address after selecting it.

Solutions Provider for FTTx, RFoG and HFC

www.ascentcomtec.com

Page 27 of 43



http://www.ascentcomtec.com/

5.4.2 Static MAC Address

Click bridge -> MAC Address -> static Address and the following configuration page appears:

B3 Static Address - Switc

Device Name: Switch

lan MAC Address Type Fors
[Total IER Addresses fior

Create...
Delete

| Ok | Cancel | Apphy | Refresh

B3 Static Address - Switch

Device Name: Switch

Vian  |MAC Address|  Type Ports M- Slatc Al
7 00000000 [STATIC el Device Name: Switch

MAC Address({H.H.H):

Create... Ports: |13f1 | hd ‘
Delete | |

LAN{1-4094):
o [ coma_

‘ Ok | Cancel | Apply | Refresh |

A new static MAC address can be established through this configuration page and you can click OK to confirm
the configuration finally.

Note: When you set a static MAC address, do not set the MAC address of multicast, or the settings cannot
validate.
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5.4.3 Aging Time of the MAC Address

Click bridge -> MAC Address -> aging time and the following configuration page appears:

CMS View Help

[} device name
o [Z3 SMMP Configuratig :

Host: Switch {1.1.1.1) Select Device:| Switch | -

o [ Interface Managen : B2 Aging Time - Switch
- [Jbridge : Device Hame: Switch
o CJVLAN

o= [ STF/IRSTP
o= [ Agaregatar
¢ [ MAC Address |:

[} Dynamic Ag :
D Static Addre MAC address table aging time: |300
[} Interface Sh :
D Aging Time| 1:no aging time;0 and range of 10-1000000:aging time in seconds; 300:default
¢ [ Security :
o 2 An

[} Filter Config
[ FilterInterface |:
o [ Tools :

| ok | cancel | Appy | Refresh |

[l Il I [¥] ¢ |Aging Ti...
Selected:Aging Time

MAC address table aging time: It is a parameter for you to set the aging time of the MAC address table (the
default value is 300).

Click OK to save the configuration.
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Chapter 6 Security

6.1 AAA Settings

AAA stands for a network security system consisting of three independent security functions: Authentication,
Authorization and Accounting.

Authentication: It is a method of identifying users, including username/password inquiry
and encryption according to the chosen security protocol.

Authentication is a method to distinguish the user’s identity before users access the
network and enjoy network services. AAA authentication can be configured through the
definition of an authentication method list and then application of this method list on all
interfaces. This method list defines the authentication type and the execution order; any
defined authentication method list must be applied on a specific interface before it is
executed. The only exception is the default authentication method list (which is named
default).If there are no other authentication method lists, the default one will be applied
on all interfaces automatically. If anyone is defined, it will replace the default one. For how
to configure all authentications, see “Authentication Configuration”.

Authorization: it is a remote access control method to limit user’s permissions.

AAA authorization takes effect through a group of features in which a user is authorized
with some permissions. Firstly, the features in this group will be compared with the
information about a specific user in the database, then the comparison result will be
returned to AAA to confirm the actual permissions of this user. This database can be at the
accessed local server or switch, or remote Radius/TACACS+ server. The Radius or TACACS+
server conducts user authorization through a user-related attribute-value peer. The
attribute value (AV) defines the allowably authorized permissions. All authorization
methods are defined through AAA. Like authentication, an authorization method list will be
first defined and then this list will be applied on all kinds of interfaces. For how to carry on
the authorization configuration, see “Authorization Configuration”.

Accounting: it is a method to collect user’s information and send the information to the
security server. The collected information can be used to open an account sheet, make
auditing and form report lists, such as the user ID, start/end time, execution commands,
and the number of packets or bytes.

The accounting function can track the services that users access, and at the same time track
the service-consumed network resource number. When AAA accounting is activated, the
access server can report user’s activities to the TACACS+ or Radius server in way of
accounting. Each account contains an AV peer, which is stored on the security server. The
data can be used for network management, client's accounting analysis or audit. Like
authentication and authorization, an accounting method list must be first defined and then
applied on different interfaces. For how to carry on the accounting configuration, see
“Accounting Configuration”.
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6.1.1 AAA Server

Click Security -> AAA -> Server and the following configuration page appears:

Parameter Description
Encryption shared key Sets the shared key.
Set timeout Sets the timeout time.
Set retransmit Sets the re-transmission time.

B AAA Server - Switc

Device Hame: Switch

~Server pool
SErvEr auth-port acct-port
Delete
Group...
~Shared info

encryption shared key

set timeout{1-1000)

set retransmit{0-100) 2

| 0Ok | Cancel | Apphy | Refresh

Click Create to establish a server, as shown in the following figure:

= [

E specify a server - Switch

Device Name: Switch

—Sernver authemtication

SEIver ip | |
auth-port{D-65536) |1 F45 |
acct-port{0-65536) |1 46 |

Ok Cancel

Enter a parameter and click OK. A server is then successfully created.

Parameter
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Parameter Description
Server Stands for the IP address of a server.
Auth-port Stands for the port of a server.
Acct-port Stands for the port of the transmission
terminal.

6.1.2 Authentication List

Click Security -> AAA -> authentication list and the following configuration page appears:

B AAA Authentication - Switch

Device Hame: Switch
renahle rlugin raﬂach |

rauthentication list

aaa authentication enable default none

Mo

| Ok | Cancel | Refresh

B2 AAA Authentication - Switch

Dievice Name: Switch
l’enable [ login [ attach |

rauthentication list

aaa authentication enable default none

set authentication - Switcl
Device Name: Switch
name
’7 authentication name
Prepared param Used param
enable
allow param
’7[| authenticate none

[4]

Solutions Provider for FTTx, RFoG and HFC

www.ascentcomtec.com

Page 32 of 43



http://www.ascentcomtec.com/

B AAA Authentication - Switch

Device Name: Switch

enable | login raﬁach |

—authentication list

aaa authentication login default none

Delete

| Ok | Cancel | Refresh

B AAA Authentication - Switch

B set authentication - Switch

= P

Device Hame: Switch
renable [’login [’anacn |

rauthentication list

aaa authentication login default local

Device Name: Switch

name

authentication name |

|

Prepared param

local
enable
line
radius

L

W

Used param

allow param

[] authenticate none
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B AAA Authentication - Switch
Device Name: Switch
r enable |/ login |T attach |

interfacelline reference
line wiy(0-31) nomne (e ]

| Ok | Cancel | Refresh

On this configuration page there are three options: enable, login and attach.
Using the enable password to carry on the login authentication:

To specify the enable password as the user authentication method, run the following command:
aaa authentication login default enable

You can enter the password to carry on the login authentication:

Parameter Description
Local Stands for the local authentication.
Enable Stands for the “enable” password
authentication.
Line Stands for the line password authentication.
Radius Stands for the Radius server authentication.

When you run aaa authentication login, you can use the keyword “local” to designate the local database as the
login authentication method. For example, if you want to specify the local username database as the user
authentication method and not define any other method, run the following command:

aaa authentication login default local
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6.1.3 Setting the User Name and the Password

Click security->AAA->user name and password. The AAA password page appears, as shown in the following

figure:

= AAA Password - Switch

Device Name: Switch
( Local list |’ Line user |’ Enable list
LUser name passwnrd

Modify...

Delete

| ok | Cancel | Refresh |

On this configuration page there are three options: Local list, Line user and Enable list. If you click one of the
options, the page will change. To create a user, click Create and enter a username and a password in the

corresponding boxes, as shown in the following figure:

B AAA Password - Switch

Device Name: Switch

Local list Line user rEnabIelist |

| line password

BR set password - Switch -
Device Name; Switch

. ) Create...
Terminal Line

Modify...

Line number
Delete

Password

Confirm password

Cancel Refresh

Cancel
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6.2 Filter Config

Click Security-> Filter Config and the following configuration page appears:

CMS View Help

[} vian Configuration
[} Ports Configuration |
[} 1P Addresses
¢ CSTPRSTP
[} show sTP
[} sTP status
[} Port Parameters
¢ [ Aogreaator
[} show Aggregator
[ Logic Port
[ Agaregator Control
D Interface Agaregator
¢ [C] MAC Address
[} Dynamic Address
[ static Address

i

Me/ e ¢

L= - . Cusi B pe

D Basic Configuration i= Host: Switch (1.1.1.1) Select Devrce.‘ Switch I v
}- il bridge A wm EiterConfigswitch. 0 s e e B R e s e e T

Device Name: Switch

BlockTime(1~86400,default 300) 300

Enable OFF v
IGMP OFF | »

IcmMp OFF v
IP Source-ip OFF v

Threshold_arp{5~2000)
Threshold_bpdu(5~2000)
Threshold_icmp(5~2000)
Threshold_igmp(5~2000)
Threshold_ip(5~2000)

D Interface Shared Learnir| Period(1~600)
[ Aging Time
9 [ Security
o [ AAA
[ Filter Config [ ok [ cancel [ apply | Refresh |
[ Filter Interface
o [ Tools [+
<] 1 B IFiIterC...
Selected:Filter Config
Parameter description
Parameter Description
Block Time Means the maximum block time.
Enable Means whether to enable a filter.
IGMP Means whether to enable the IGMP filter.
ICMP Means whether to enable ICMP.
IP Source-ip Means whether to enable the IP source-ip.

Threshold_arp

Means the ARP threshold.

Threshold_bpdu

Means the threshold of BPDU.

Threshold_icmp

Means the ICMP threshold.

Threshold_igmp

Means the IGMP threshold.

Threshold_ip

Means the threshold IP.

Period

Means a period.
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6.3 Filter Interface

Click Security-> Filter interface and the following configuration page appears:

B2 Filter Interface - Switch

Device Hame: Switch

interface filter arp filter ip filter icrmp
FastEthernetln off off off
FastEthernetlrz off off oiff
FastEthernetls3 off off off
FastEthernetlrd off off oiff
FastEthernetlis off off off
FastEthernetis off off oiff
FastEtherneti? off off off
FastEthernetrs off off oiff
GigaEthernet11 off off off

OFF

| Cancel | Refresh

On this configuration page you can conduct related security settings. You can choose the to-be-set option and
click ON, the security settings is begun; if you click OFF, the security settings will be closed.
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Chapter 7 Tools

In this chapter some frequent tools are provided for convenient operations.

7.1 Show Panel

Click Tool-> show panel, as shown in the following figure:

@8 Switch Panel - Switch =~
Device Name: Switch

ASCENT¢

Commonnetae teskmsisyy

AE8000 Series

The information about the interface of a device will be shown in the panel.

7.2 Show Running

Click Tool-> show running, as shown in the following figure:
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E= Show Running - Switch

Device Name: Switch

~show running

BEuilding configuration...

Current canfiguration:
|
lversion 2.0 10

serdce timestamps log date
service timestamps debug date

spanning-tree mode rstp

aaa authentication lagin default none

The information about the device will be displayed in the dialog box.

7.3 Show Interface

Click Tool-> show interface, as shown in the following figure:

B3 Show Interface - Switch

Device Name: Switch

rshow interface

FastEthernetd! is down, line protocol is down
Hardware is FastEthernet T, address is 00e0.0f92. 25483 (hia 0020.0f92.2583)
MTLI 1500 bytes, BWY 100000 khit, DLY 10 usec
Encapsulation ARFPA
Full-duplex, Auto-speed
flow-control an
S minutes input rate 0 hits/sec, 0 packetsizec
A minutes output rate 0 bits/sec, 0 packetsisec

Feceived 0 packets, 0 bytes

0 broadeasts, 0 multicasts

O discard, O PALSE

0 align, 0 FCE, 0 symbal, 0 fragment

Ojabhber, 0 oversize, 0 undersize, 0 excesssize
Transmited 0 packets, 0 bytes

0 broadeasts, 0 mullicasts

O discard, 0 PALISE

0 callizion, 0 indisc, 0 deferred

0 single, 0 multiple, 0 excessive, O late

FastEthernetds2 is up, line protocal is up
Hardware is FastEthernet-Tx, address is 00e0.0f92 2524 (hia 00e0.0f92.a5a4)
MTLI 1500 bytes, BWY 100000 khit, DLY 10 use:
Encapsulation ARPA
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7.4 ARP Table

Click Tool-> ARP table, as shown in the following figure:

B Arp Table - Switch [
Device Name: Switch
[ Detail |
arp table

Protocol Address Agelming Hardhware Address Type Interface
P 172.16.21 52 - 00:e0:0faZ:a5az ARFA LA
P 172.16.21.223 3 001150 7Odbch  |ARPA 1 (08}
P 172.16.21.20 3 00.071:6e.5F 827 ARFA 1 (018}
P 172.16.21.166 0 002107-0dcde?  |ARPA 1 (018}
P 17216216 1 00:01:6e547e23 ARFA 1 (018}
P 172.16.21 50 T 000160570863 ARFA 1 (012}

| Ok | cancel | Apply | Refi
Parameter description
Parameter Description

Protocol Protocol
Address IP address
Age Aging time
Hardware Address Physical address of the hardware
Type Type
Interface Interface

7.5 Ping and Trace

Click Tool-> ping and trace, as shown in the following figure:
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B3 Ping and TraceRoute - Switch :

Device Hame: Switch

i® Ping () traceroute

INPUT:

IP ADDRESS: |

Enter the to-be-pinged IP address in the text box and click Start to begin pinging.
The operations of Traceroute are similar.

7.6 Save System Config

Click Tool-> Save System Config, as shown in the following figure:

B Save System Config - Switch

Device Hame: Switch

Save the System's Config

Ok Cancel Apphy

Click Apply to save the configuration or click OK to save the configuration and exit the configuration page.
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7.7 Restart System

Click Tool-> restart System, as shown in the following figure:

B2 Restart System - Switch .

Device Hame: Switch

WARNING:
SYSTEM RESTART, PLEASE RELOGIN THE WEB INTERFACE!

Restart System Exit

Ciane.

Click Restart System to restart the system.
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