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Chapter 1 Preface 

 
 

 
The ACT AE8000 High Density Core Switch Network Management Software (CMS) is a useful tool developed for 
the convenience of AE8000 configuration. The CMS software currently supports most of related configuration, 
such as SNMP configuration, VLAN configuration, security configuration, port browse, browsing the running 
state, etc. The user can browse a port, the running state and simultaneously the faceplate of a device, so the 
state of the current port can be presented visually. 

 

Precautions: 

1. It is suggested that the IE browser should be IE6 or later. 

2. The WEB configuration page can be concurrently used by many users. 

3. The command line must be in configuration mode when the WEB page is used. 

4. Before the WEB settings are enabled, you have to set switch_config#ip http server on the device. 

5. Jre1.5 or Jre of later version must be installed on PC. 
 
 
 

AE8000 CMS Network Management User Guide is a concise manual compiled for the using of CMS 
network management software. This user guide presents users a detailed knowledge of all management 
functions and operation methods of this CMS network management software. 
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Chapter 2 CMS Start Up 

 
 
 

In this chapter, you will be shown how to use CMS. All AE8000 devices by default has CMS software code built 
inside. When they arerunning, the WEB protocol need be enabled in EXEC mode. To do this, run the following 
command: 

 

Switch_config#ip http server。 

 

After configuration, the device can be accessed through HTTP and run CMS. 
 

When the user enters the management IP of an AE8000 device in a IE browser, the browser will download the 
CMS file from the device. 

 

 
In this figure, the toolbar is on the left while the operation bar is on the right. 

Here gives a simple introduction of the buttons on this window: 

1. OK: If you click this button, the related operations are over and the next operation is to be conducted. 
2. Apply: If you click this button, this operation window will not be closed. 
3. Refresh: If you click this button, the parameters of this device will be read again and displayed on the 

corresponding window. 
4. Cancel: If you click this button, the previous operations will be cancelled and the window will be 

closed. 
 

Notes: CMS User must have the management right of this device when CMS conducts operations to the device. 
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Chapter 3 SNMP Settings 

 
 
 

 
Click CMS ‐> SNMP Configuration ‐> SNMP Server. The SNMP Management page appears. The SNMP can be 

set on this page. See the following figure: 
 

 

On this page you can conduct SNMP configurations including whether to enable SNMP, system options, 
community strings and trap manager. The following describes the System Options, Community Strings and 
Traps Manager respectively. 

http://www.ascentcomtec.com/


 

 
 
 
 
 
 

3.1 System Options 

 

The device’s information is mainly set here. There are three options: HOST Name, System Location and 
System Contact. After related information is entered and the Apply button or OK button is clicked, the related 
information settings are done. 

 

 
 
 

 

3.2 Community Strings 

 

SNMP Community will be set here. 
 
 

3.2.1 Adding the Community Settings 

 
Click Community Strings to enter the configuration page. See the following figure: 

www.ascentcomtec.com Solutions Provider for FTTx, RFoG and HFC 
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In the above‐mentioned figure, enter the to‐be‐set community in the New String text box, select RO or RW and 
then click the ADD to add the configured parameter to Current Strings. See the following figure: 

 
Click Apply or OK to finish the settings. 
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3.2.2 Deleting and Editing Community Settings 
 
 

In the above‐mentioned figure, choose the to‐be‐deleted community in Current String and then click Remove 
to delete this community. If you want to edit a community, you have to conduct the operation through the 
Remove and Add buttons. You can first click Remove and then Add to edit a community. After the previous 
operations, you can click OK or Apply to finish these settings. 
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3.3 Traps Manager 

 

In Traps Manager, you can set the trap parameters. The trap parameters include IP Addresses, Community 
String and Type of Trap to Send. See the following figure: 

 

See the figure above. For how to conduct related operations such as ADD, Remove and Edit, see section 2.2 
“Community Strings.” 
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Chapter 4 Interface Management 

 

 
In this chapter, it will show how to set interface features, logic port, port’s bandwidth, delay, etc. 

 

 

4.1 Physic Interface 

 

Each interface will be set, and the settings of each interface include the bandwidth, bandwidth control, 
broadcast storm limit, etc. 

 

If you click Physics Interface in the left toolbar, the following configuration page appears: 
 

In the above‐mentioned list, each port has a separate line. Each line includes many columns and each column 
shows the current settings of this port. These parameters are shown in the following table: 

 
(Here the optical interface has fixed bandwidth, for example, the FE optical interface has the fixed 100M rate 
and the GE optical interface has the fixed gigabit rate) 

 
Parameter Description 

Interface Interface’s information 

Speed Rate 

Duplex Full duplex/half duplex/auto 

Flow-control Flow control (enable/disable) 

Switchport-bllock-unicast Unknown unicast limit 

Switchport-bllock-multicast Unknown multicast limit 

Switch-block-broadcast Unknown broadcast limit 

Storm-control-unicast Unicast storm control 

Storm-control-multicast Multicast Storm Control 

Storm-control-broadcast Broadcast Storm Control 
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Keepalive Automatic ring checkup 

Ip-access-group IP access control list 
 

According to actual configuration requirements of a port, the items in the above‐mentioned list can be 
changed; after that, click OK or Apply to finish the configuration. 

 
 
 

4.2 Logic Interface 

 

Click Interface Manager‐>Logic Interface. The following configuration page appears: 
 

 

There are two lines in the list, and each line corresponds to a parameter. The following is the explanation of 
parameters: 

 
Parameter Description 

Logic interface name Name of the logic interface 

type Interface type 

 

If you click Create, the following configuration page appears for you to establish a logic interface. 
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If you enter a parameter and click OK, a logic interface will be successfully created. To delete a logic interface, 
you can click Delete to cancel the logic interface. 

 

Parameter Description 

vlan virtual local area network 

loopback Local loopback interface 

Port-aggregator Aggregator interface 

 
 
 

4.3 Basic Configuration 

 

Click Interface Manager‐>Basic Configuration. The following configuration page appears: 
 

 

In the list of the above‐mentioned configuration page, each line stands for an interface on the device. 
 

Parameter Description 

interface Interface’s information 

description Description of an interface 

bandwidth Bandwidth of an interface 

delay Delay of an interface 

shutdown Whether to shut down the interface 

 

Double click a to‐be‐modified parameter to modify the parameter, and then click OK or Apply to confirm the 
modification. You can also click Refresh to refresh the page. 
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Chapter 5 Bridge Settings 

 

 
The bridge configuration consists of VLAN configuration, STP configuration, aggregation configuration and 

MAC configuration. 
 
 

5.1 VLAN Configuration 

 

VLAN configuration is for the configuration of VLAN. Through VLAN configuration, VLAN can be correctly setup. 
The virtual local area network (VLAN) is an exchange network which logically groups the devices in LAN.IEEE 
issued the IEEE 802.1Q standard in 1999 for the VLAN standard. The VLAN technology can divide a physical LAN 
logic address into different broadcast domains. Each VLAN has a group of devices which have the same 
demands but the same attributes with those on the physical LAN. Because it is a logical group, the devices in a 
same VLAN can be in different physical spaces. The broadcast/unicast flow within a VLAN can not be forwarded 
to other VLANs. Such advantages as flow control, low device investment, easy network management and high 
network security, hence, are obtained. 

 
 

5.1.1 Basic VLAN Configuration 

 
The steps of basic VLAN configuration are shown in the following: Click bridge ‐> VLAN ‐> VLAN configuration 

and the following configuration page appears. 
 

 

Each line of the list on the above‐mentioned configuration page corresponds to a VLAN and the detailed 
meanings of specific parameters are shown below: 
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Parameter Description 

VLAN ID VLAN's sequence number 

VLAN Name Name of VLAN 

VLAN Status Status of VLAN 
 

VLAN is grouped according to different functions, project groups or different applications, not based on the 
physical locations of these users. VLAN has the similar attributes as the physical LAN, but can group terminals 
in different physical LANs into a same VLAN. One VLAN can have multiple ports, while all 
unicast/broadcast/multicast packets can be forwarded or diffused to the terminals through a same VLAN. Each 
VLAN is a logical network; to forward one packet to another VLAN, the routes or bridge must be used to 
forward it. 

 

Click Create to establish a new VLAN. Choose a to‐be‐modified VLAN to modify the VLAN, as shown in the 
following figure: 

 

 

Click OK to save the modification. 
 

After configuration, you also have to click OK on the main window to save this configuration. 
 

 

5.1.2 Port Configuration 

 
The switch's port supports the following two modes: access mode and relay mode. The access mode indicates 
that the port belongs to just one VLAN; only the untagged Ethernet frame can be transmitted and received. 

 
The relay mode indicates that the port connects other switches and the tagged Ethernet frame can be 
transmitted and received. 

 

Each port has a default VLAN and PVID; all VLAN‐untagged data received on the port belongs to the packets of 
the VLAN. 

 
The relay mode can group the port to multiple VLANs; at the same time, you can configure the type of to‐be‐ 
forwarded packets and the quantity of the corresponding VLANs. 

 

Click bridge ‐> VLAN ‐> Port Configuration and the following configuration page appears: 
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The following explains the meanings of the parameters in the list of the configuration page. 
 

Command Purpose 

Switchport pvid vlan-id Configures PVID of the switch’s interface. 

Switchport mode Configures the interface mode of the switch. 

Switchport trunk vlan-allowed Configures the VLAN range of the switch’s interface. 

Switchport trunk vlan-untagged Configures the untagged VLAN ranges of the switch’s 

port. 
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Select a to‐be‐modified port and double click the left key of the mouse or click Modify to modify a port. Click 
OK to finish the configuration. 

 
 

5.1.3 IP Addresses 

 
Click bridge ‐> VLAN ‐> IP address and the following configuration page appears: 

 

 
Parameter description 

 
Parameter Description 

Interface Vlan Name of VLAN 

Ip address IP address of VLAN 

mask Subnet mask 

secondary Secondary subordination 
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Click Create to designate a new IP address for VLAN; choose an IP address and click Delete to delete the IP 
address. 

 
 

5.2 STP Configuration 

 

IEEE802.1d defines standard STP. STP can be used to select a bridge to be a root of the whole network 
(spanning‐tree), control the topology of the whole network through this root and monitor the change of the 
topology, stopping loops from occurring in this network. STP controls the topology and updates the information 
about the topology by transmitting BPDU. 

 
802.1t defines the expanded STP—RSTP. As for STP, defined by 802.1d, there will be a long time for a network 
topology to stabilize again when the network topology changes because STP regulates that each bridge has to 
wait other bridges to stabilize by waiting two forward‐delays (the default value of each forward‐delay is 15 
seconds). In this case, at least 30 seconds is demanded for the network to re‐stabilize, while this waiting period 
of at least 30 seconds will cause network interruption. 

 
RSTP, however, uses a method that can re‐stabilize a network rapidly and so the time of network interruption is 
reduced. When a bridge waits for a network to be stable, the used method is that the bridge waits for an 
acknowledge of network re‐stabilization from a directly‐connected bridge for which its network topology has 
changed. During the waiting period, the data connection between two bridges is interrupted. In general, the 
waiting process pervades from the root. 

 

5.2.1 Showing the STP Status 

 
Click bridge ‐> STP/RSTP ‐> show STP and the following configuration page appears: 
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In this dialog box, the detailed STP information is shown. 
 
 

5.2.2 STP Status 

 
Click bridge ‐> STP/RSTP ‐> show STP and the following configuration page appears: 
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For specific STP parameter's description, see the following table. 
 
 
 

Parameter Description 

STP MODE SSTP：All VLANs share a spanning tree. 

The state of the interface is controlled by 
STP. 
RSTP: the expanded spanning tree protocol, 
Rapid Spanning Tree, which is provided by 
802.1w, is used and at the same time all 
VLANs share a spanning tree and the 
interface’s status is controlled by a STP. 
Default mode: RSTP 

Hello Time You can configure the hello time of the 
spanning tree to decide the packet 
transmission's interval when the switch works 
as the root. 

Max age Time You can configure the max age time of the 
spanning tree to decide the maximum 
lifespan of the packet when the switch works 
as the root. 

Priority When a loop generates, STP will change the 
states of some ports to the blocking state to 
cut off the loop. You can control whether to 
block a port by setting the priority and the 
path cost of the spanning tree port. 

Forword Time You can configure the forward delay time of 
the spanning tree to decide the state change 
interval of all switches when these switches 
works as the root. 

Click OK to save the configuration. 
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5.2.3 Port Parameters 

 
Click bridge ‐> STP/RSTP ‐> Port Parameters and the following configuration page appears: 

 
 

Through the list the user can browse and edit the port parameters. 
 

Each line in the list represents a physical port. The following table shows the meaning of some port parameters: 
 

Parameter Description 

interface Stands for the interface’s information. 

cost Stands for the path cost. 

priority Stands for the value of the priority. 

SSTP cost Stands for the path value of STTP. 

SSTP Priority Stands for the priority value of STTP. 

RSTP cost Stands for the path cost of RSTP. 

RSTP Priority Stands for the priority value of RSTP. 

Loopfast Speeds up the refreshment frequency. 

YES/No STP Decides whether to enable the spanning tree 
protocol. 
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5.3 Link Aggregator 

 

The aggregator interface is introduced in the background that the bandwidth of a single Ethernet interface is 
insufficient. It can bind together multiple full‐duplex interfaces of the same rate to multiply the bandwidth. 

 
 

5.3.1 Show Aggregator 

 
Click bridge ‐> Aggregator ‐> show aggregator and the following configuration page appears: 

 

 

In the options on the above‐mentioned configuration page, the default value of Aggregator ID is All; the Type 
parameter has three values: detail, brief and summary, and its default value is detail. 

Click Refresh to conduct related operations and display corresponding parameters. 

Summary : Displays the general information about aggregator. 
Brief: Displays the parameters in the aggregator group. 
Summary: Displays the detailed information in the aggregator group. 
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5.3.2 Logic Port 

 
Click bridge ‐> Aggregator ‐> Logic Port and the following configuration page appears: 

 

 

Click Create to establish a new logic port, as shown in the following figure: 
 

 

Click OK to save the configuration. 

http://www.ascentcomtec.com/


Solutions Provider for FTTx, RFoG and HFC www.ascentcomtec.com Page 25 of 43  

5.3.3 Aggregator Control 

 
Click bridge ‐> Aggregator ‐> Aggregator Control and the following configuration page appears: 

 

 

On the above‐mentioned configuration page there are two options: Aggregator group load balance and 
Aggregator group lacp priority. 

 
Aggregator group load balance: Selects the load balance mode after port aggregation. 

Aggregator group lacp priority: Sets the priority of LACP. 

Aggregator group load balance has the following load balance modes: dst‐mac, src‐mac, both‐mac, dst‐ip, Src‐ 
ip both‐ip and Null. 

 

Parameter Description 

Dst-mac Means that the load balance is based on the 
source MAC address. 

Src-mac Means that the load balance is based on the 
destination MAC address. 

Both-mac Means that the load balance is based on the 
source and destination MAC addresses. 

Dst-ip Means that the load balance is based on the 
source IP address. 

Src-ip Means that the load balance is based on the 
destination IP address. 

Both-ip Means that the load balance is based on the 
source and destination IP addresses. 

Null Means the load balance mode is not enabled. 
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5.3.4 Interface Aggregator 

 
Click bridge ‐> Aggregator ‐> interface aggregator and the following configuration page appears: 

 

 

On the page which is shown on the above‐mentioned figure, you can set port aggregator. Each line in the list of 
the above‐mentioned configuration page represents a port. 

 

The detailed parameters are described in the following table: 
 

Parameter Description 

Interface Stands for the interface’s information. 

Aggregator port Stands for the aggregator port. 

Mode Stands for the aggregation mode. 

Click OK to save the configuration. 
 
 

5.4 MAC Address 

 

5.4.1 Dynamic MAC Address 

 
Click bridge ‐> MAC Address ‐> dynamic Address and the following configuration page appears: 
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The dynamic MAC address and relative information can be browsed in the list on the above‐mentioned 
configuration page. 

 

 

In Clear Options, you can delete a MAC address after selecting it. 
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5.4.2 Static MAC Address 

 
Click bridge ‐> MAC Address ‐> static Address and the following configuration page appears: 

 

 

A new static MAC address can be established through this configuration page and you can click OK to confirm 
the configuration finally. 

 
Note: When you set a static MAC address, do not set the MAC address of multicast, or the settings cannot 
validate. 
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5.4.3 Aging Time of the MAC Address 

 
Click bridge ‐> MAC Address ‐> aging time and the following configuration page appears: 

 

 

MAC address table aging time: It is a parameter for you to set the aging time of the MAC address table (the 
default value is 300). 

 
Click OK to save the configuration. 
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Chapter 6 Security 
 
 
 
 

 

6.1 AAA Settings 

 

AAA stands for a network security system consisting of three independent security functions: Authentication, 
Authorization and Accounting. 

 Authentication: It is a method of identifying users, including username/password inquiry 
and encryption according to the chosen security protocol. 

Authentication is a method to distinguish the user’s identity before users access the 
network and enjoy network services. AAA authentication can be configured through the 
definition of an authentication method list and then application of this method list on all 
interfaces. This method list defines the authentication type and the execution order; any 
defined authentication method list must be applied on a specific interface before it is 
executed. The only exception is the default authentication method list (which is named 
default).If there are no other authentication method lists, the default one will be applied 
on all interfaces automatically. If anyone is defined, it will replace the default one. For how 
to configure all authentications, see “Authentication Configuration”. 

 Authorization: it is a remote access control method to limit user’s permissions. 

AAA authorization takes effect through a group of features in which a user is authorized 
with some permissions. Firstly, the features in this group will be compared with the 
information about a specific user in the database, then the comparison result will be 
returned to AAA to confirm the actual permissions of this user. This database can be at the 
accessed local server or switch, or remote Radius/TACACS+ server. The Radius or TACACS+ 
server conducts user authorization through a user‐related attribute‐value peer. The 
attribute value (AV) defines the allowably authorized permissions. All authorization 
methods are defined through AAA. Like authentication, an authorization method list will be 
first defined and then this list will be applied on all kinds of interfaces. For how to carry on 
the authorization configuration, see “Authorization Configuration”. 

 Accounting: it is a method to collect user’s information and send the information to the 
security server. The collected information can be used to open an account sheet, make 
auditing and form report lists, such as the user ID, start/end time, execution commands, 
and the number of packets or bytes. 

The accounting function can track the services that users access, and at the same time track 
the service‐consumed network resource number. When AAA accounting is activated, the 
access server can report user’s activities to the TACACS+ or Radius server in way of 
accounting. Each account contains an AV peer, which is stored on the security server. The 
data can be used for network management, client's accounting analysis or audit. Like 
authentication and authorization, an accounting method list must be first defined and then 
applied on different interfaces. For how to carry on the accounting configuration, see 
“Accounting Configuration”. 

http://www.ascentcomtec.com/


Solutions Provider for FTTx, RFoG and HFC www.ascentcomtec.com Page 31 of 43 
 

6.1.1 AAA Server 

 
Click Security ‐> AAA ‐> Server and the following configuration page appears: 

 

Parameter Description 

Encryption shared key Sets the shared key. 

Set timeout Sets the timeout time. 

Set retransmit Sets the re-transmission time. 

 
 

Click Create to establish a server, as shown in the following figure: 
 

 

Enter a parameter and click OK. A server is then successfully created. 

Parameter 
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Parameter Description 

Server Stands for the IP address of a server. 

Auth-port Stands for the port of a server. 

Acct-port Stands for the port of the transmission 
terminal. 

 
 
 

6.1.2 Authentication List 

 
Click Security -> AAA -> authentication list and the following configuration page appears: 
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On this configuration page there are three options: enable, login and attach. 
Using the enable password to carry on the login authentication: 

 
To specify the enable password as the user authentication method, run the following command: 
aaa authentication login default enable 

 

You can enter the password to carry on the login authentication: 
 

Parameter Description 

Local Stands for the local authentication. 

Enable Stands for the “enable” password 
authentication. 

Line Stands for the line password authentication. 

Radius Stands for the Radius server authentication. 

 

When you run aaa authentication login, you can use the keyword “local” to designate the local database as the 
login authentication method. For example, if you want to specify the local username database as the user 
authentication method and not define any other method, run the following command: 

 
aaa authentication login default local 
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6.1.3 Setting the User Name and the Password 

 
Click security‐>AAA‐>user name and password. The AAA password page appears, as shown in the following 
figure: 

 

 

On this configuration page there are three options: Local list, Line user and Enable list. If you click one of the 
options, the page will change. To create a user, click Create and enter a username and a password in the 
corresponding boxes, as shown in the following figure: 
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6.2 Filter Config 

 

Click Security‐> Filter Config and the following configuration page appears: 
 

 

Parameter description 
Parameter Description 

Block Time Means the maximum block time. 

Enable Means whether to enable a filter. 

IGMP Means whether to enable the IGMP filter. 

ICMP Means whether to enable ICMP. 

IP Source-ip Means whether to enable the IP source-ip. 

Threshold_arp Means the ARP threshold. 

Threshold_bpdu Means the threshold of BPDU. 

Threshold_icmp Means the ICMP threshold. 

Threshold_igmp Means the IGMP threshold. 

Threshold_ip Means the threshold IP. 

Period Means a period. 
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6.3 Filter Interface 

 

 
Click Security‐> Filter interface and the following configuration page appears: 

 

 

On this configuration page you can conduct related security settings. You can choose the to‐be‐set option and 
click ON, the security settings is begun; if you click OFF, the security settings will be closed. 
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Chapter 7 Tools 

 

 
In this chapter some frequent tools are provided for convenient operations. 

 

7.1 Show Panel 

 

Click Tool‐> show panel, as shown in the following figure: 
 

 

The information about the interface of a device will be shown in the panel. 
 
 

7.2 Show Running 

 

Click Tool‐> show running, as shown in the following figure: 
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The information about the device will be displayed in the dialog box. 
 
 
 

7.3 Show Interface 

 

Click Tool‐> show interface, as shown in the following figure: 
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7.4 ARP Table 

 

Click Tool‐> ARP table, as shown in the following figure: 
 
 

 

Parameter description 
 

Parameter Description 

Protocol Protocol 

Address IP address 

Age Aging time 

Hardware Address Physical address of the hardware 

Type Type 

Interface Interface 

 
 

7.5 Ping and Trace 

 

Click Tool‐> ping and trace, as shown in the following figure: 
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Enter the to‐be‐pinged IP address in the text box and click Start to begin pinging. 
The operations of Traceroute are similar. 

 

7.6 Save System Config 

 

Click Tool‐> Save System Config, as shown in the following figure: 
 

 

Click Apply to save the configuration or click OK to save the configuration and exit the configuration page. 
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7.7 Restart System 

 

Click Tool‐> restart System, as shown in the following figure: 
 

 

Click Restart System to restart the system. 
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